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1 Introduction

This plan establishes the process (methods and tools) for managing risk in the Intelligent Synthesis Environment   (ISE) Initiative.  It defines a disciplined approach for proactive decision making by continually identifying, analyzing, planning, tracking, controlling, and communicating risk within the Initiative and to its stakeholders. This is a continuous process facilitated the ISE Risk Manager and supported by all Initiative personnel.

1.1 Purpose and Scope

This plan defines the practice of Continuous Risk Management (CRM), as it applies to the ISE Initiative, its elements and sub-elements.

1.2 Assumptions, Constraints, and Policies

It is recognized that this is a continuous process. It is expected that changes and improvements will be necessary over the course of time as the Team implements risk management.  Therefore changes should be incorporated following the ISE configuration management practices. 

1.3 Related Documents and Standards

1. Continuous Risk Management Guidebook, Carnegie Mellon University, Pittsburgh, PA, 1996

2. Continuous Risk Management Course, Software Assurance Technology Center, NASA- Goddard

3. ISE Program Management Plan: Directs the activities of the overall Initiative.  This CRM plan is subordinate to the Program Plan.

4. NPG 7120.5A "NASA Program/Project Management Processes and Requirements" 

2 Overview of Risk Management Practice

This section provides an overview of the continuous risk management practice and its relation to ISE's Program Plan. It includes primary activities, terms, and definitions.  Specific details of the CRM process are provided in subsequent sections of this plan.

2.1 Overview

There are six primary activities performed in the CRM practice:

· Risk Identification: A continuous process of transforming uncertainties and issues about the Initiative into distinct, tangible risks that can be described and measured.

· Risk Analysis: A process of evaluating, classifying, and prioritizing risks in detail to estimate the impact, probability of occurrence, and the timeframe of occurrence.

· Risk Planning: Establishes decisions and approaches for what should be done with a risk, if anything. Significant risks will require a Risk Mitigation Plan, which consists of actions or tasks to effectively mitigate the risk.

· Tracking and Controlling risks: A continuous process to collect, compile and report status information about risks and their mitigation plans (where appropriate) and taking correction action as needed. Risk metrics are employed in analyzing, evaluating, and tracking mitigation plans to determine the effectiveness, execution, and adherence to cost/schedule.

· Communication: A continuous process in which risk information is conveyed between all levels of the Initiative team. Open and timely communication of risk information is crucial to effectively managing risks within the ISE Initiative.  Communication must occur freely between the multiple layers of the ISE Initiative as well as to outside entities that may be affected by the consequences of the risks.

The risk management activities will be carried out during day-to-day activities of Initiative personnel as well as during key meetings.

2.2 Process and Data Flows

The following diagram depicts the overall process of continuously managing risk on the ISE Initiative. The diagram illustrates the functional relationships and flow of data for the six primary activities that are to be performed by the ISE Team throughout the CRM process.
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3 Continuous Risk Management Organization

This section describes the Organization’s involvement in carrying out continuous risk management activities. The ISE Organizational chart can be found in the ISE Program Plan.

3.1 Communication and Responsibilities

The responsibilities of all Initiative team members are specified in the following table. The table illustrates the type of responsibilities that need to be identified and allocated to the various Initiative personnel for effective CRM.

Who
Responsibilities

All Initiative Team Members: Engineers, Scientists, Technical Leads, Program Manager, Contractors, External Customers
· Identify new risks

· Estimate probability, impact, & timeframe

· Classify risks

· Recommend approach & actions

· Track risks, mitigation plans (acquire, compile, report)

· Build action plans (determine approach, define scope, & actions)

Risk Manager
· Collect & report general risk management measures/metrics

· Integrates risk information from all individuals

· Reprioritizes all risks 

· Coordinates communication between Level III through Program Manager

· Summarizes overall risk status

· Communicate & coordinate technical risks external to the ISE Initiative

ISE Element Leads
· Assess the impact of risks on other ISE elements

· Authorizes expenditures of resources for mitigating low and medium risks

· Makes control decisions (analyze, decide, execute) for risks

· Coordinates communication with ISE Program  Management & Other Elements Leads

· Review, prioritizes/reprioritizes risks for Element/technology

· Elevate programmatic risks to appropriate level of management

ISE Program Manager
· Authorizes/rejects expenditures of resources for mitigation plans for high risks

· Makes control decisions (analyze, decide, execute) for high risks

· Coordinates communication with Senior Management & external customers

· Review, prioritizes/reprioritizes risks for Project/technology

· Elevate programmatic risks to appropriate level of management

The criteria for communicating risk information is documented in the following table:

Communication Path
Criteria for Selecting Risks and Status Information

Technical Leads to the Risk Manager
· Prioritized risk list for each team

· Any risk that needs to be transferred to another team

· Any risk that will impact a Level 1, Level 2 or Level 3 milestone

· Any risk that impacts a milestone deliverable by more than 6 months

· Any risk that causes a task overrun >25%

· Any risk that requires action within the 0-3 months

Risk Manager to Element Leads
· Risks per element

· Any risk that will impact a Level 1, Level 2 or Level 3 milestone
· Any risk that impacts a milestone deliverable by more than 6 months

· Any risk that causes a task overrun >25%

· Any risk that requires action within the 0-3 months

Element Leads/Risk Manager to ISE Initiative Manager
· Any risk that needs to be transferred to the ISE Program Level

· Any risk that will impact a Level 1, Level 2 
· Any risk that causes an ISE overrun >25%

· Any risk that impacts a milestone deliverable by more than 6 months

· Any high and medium risk

· Any risk that affect multiple elements

4 Baseline

Each ISE Element and the Program identified a set of risks for the Non Advocate Review on August 1999. Each risk will be entered and tracked into the OSEMA Risk database. These risks shall be analyzed, categorized, and grouped by Initiative personnel.  Upon completion of this activity these risks will be utilized as the baseline risk for each element and for the program.

That baseline shall be updated or re-established periodically at major Initiative milestones as determined by the program manager. Risk baseline re-establishment is conducted using the following process.

Step
Action

1
The Element Leads and their teams uses brainstorming to identify new risks

2
The team evaluates risks using the Tri-Level Attribute Evaluation method (See section 7)

3
Team categorizes and then classifies risks (Programmatic, Technical, etc)

4
Tech leads, and selected personnel prioritize risks within each sub-element 

5
Element Leads, Risk Manager, and Tech leads compare prioritized their elements risks.  

6
Element Leads and Tech Leads assign risks to personnel to determine mitigation approach

7
Add to the database and determine which ones will need to be transferred, delegated, watched, accepted or researched.

8
Element Leads present their medium & high  risks to ISE Program Manager

5
Process Summary 

This section provides a summary of the procedures to be used to identify and classify each major activity in the CRM process.  The Team will focus on the early identification, mitigation, and periodic review of all risks to ensure Initiative milestones are met within the boundaries of ISE’s limited resources.

Activity
Action/Task/Tools
Responsibility

1
Identify Risks:

· Establish and document all baseline risks.  Generate Risk Statements. 

· Web accessible database will be used to document conditions and consequences for each risk identified. (condition ; consequence)

· Brain storming by the team
Team Members

2
Analyze Risks:

· Evaluate:

· Tri-level Attribute Method

· Based on Probability of risk occurring (High, Medium, Low)

· Impact to the Project (High, Medium, Low)

· Timeframe for action (Near,  Mid, Far)

· Classify: (based on shared characteristics)

· Five Classifications:

· Requirements

· Resources (Facilities, Budget, Personnel)

· Management 

· Technical

· Schedule

· Prioritize

· By classification

· By teams

· Overall technology ranking performed by Risk Manager
Team Members

3
Plan:

· Assign Responsibility of each risk:

· Keep risk

· Delegate risk

· Transfer risk

· Determine mitigation approach (Individual)

· Research

· Accept

· Mitigate

· Watch

· If mitigate or watch risk (Individual)

· Develop Action Item List

· Develop Task Plan
Technical Lead

or Individual Team Member

4
Track: (only for mitigated or watched risks)

· Acquire data (individual)

· Collect all relevant tracking data for a given risk

· Compile data (individual)

· Organize all relevant tracking data for a given risk

· Report data (Individual/Risk Manager)

· Communicate risk status reports 

· Use of Stop Light Charts by individuals
Individual Team Members

5
Control:

· Analyze Status Reports

· Decide how to proceed

· Execute decisions
Risk Manager & Element Leads

6
Communicate:

· Individuals brief Technical Leads of risk status 

· Technical Leads brief Risk Manager 

· Risk Manager briefs Elements Leads of risk status at monthly meeting

· Quarterly basis: Mitigation Status Reports

· Element Leads briefs ISE Program Manager and external customers/entities, as appropriate(Mitigation Status Reports)
Team Members

5 Return On Investment

The estimated Return on Investment (ROI) indicates how much benefit or reduction in risk exposure is achieved compared to the cost of planning and implementing the mitigation actions.  As a guideline, a 1:10 ratio shall be used for determining the initial investment on individual risk mitigation plans.  For example, no more than $100 may be spent to mitigate a risk that will cost $1,000 if it becomes a problem.

Once a risk is successfully closed the Risk Manager and/or Element Leads shall assess the estimated ROI for the particular mitigated risk.  This information will be included as Lessons Learned in the closure criteria section of a risk statement upon risk closure.

6 Risk Evaluation Criteria

A qualitative classification of risks into the Probability, Impact, and Timeframe classifications are defined below.  Probability classifications are based on the likelihood of a particular occurrence. Impact classifications are based on the resources, requirements, and mission milestones as defined by the ISE Program Plan.  Time frame classifications establish overall urgency in which mitigation efforts are to be implemented.

ISE RISK EVALUATION CRITERIA

PROBABILITY

RISK-DRIVER

CATEGORY
TECHNICAL RISK LEVEL


Low (C)
Medium (B)
High (A)

Required Technical Advancement
Use of existing hardware/software or minor modifications
Use of existing hardware/software with major modifications; use of existing software with some new modules/code development
State of the art or beyond

Technology Status
In use or prototype exists
Under development
Concept stage

Complexity
Technology designs simple and/or consists of few parts. Software consists of few modules
Technology design moderately complex and/or consists of multiple parts. Software consists of multiple modules.
Technology designs highly complex and uncertain and/or consists of multiple, highly integrated parts. Software is highly complex and consists of multiple modules.

Dependencies
Independent of other technologies
Dependent on proven technologies, equipment, and/or test data
Dependent on unproven technologies and/or unavailable test data

Testability/

Verifiability
Technology performance can be fully tested/verified using existing data/information
Test/verification of technology performance requires development of new data/information; all adverse conditions can be modeled
Technology performance can not be tested/verified under all adverse conditions

Maintainability
Only minor changes to existing support technologies and/or procedures required
Substantial modifications may be required to existing support technologies/procedures
New support technologies and procedures will be required

PROBABILITY

RISK-DRIVER

CATEGORY
PROGRAMATIC RISK LEVEL


Low (C)
Medium (B)
High (A)

Resources - Facilities
Existing Facilities Identified, Operational, and Agreements in Place
Not all facilities identified or fully operational. Agreements not finalized.
Facilities do not exist or not operational. No agreements are in place

Resources - Budget
Appropriate level of funding has been allocated, on time, to complete task 
Some small level of funding has been/will be reallocated from the task
Appropriate level of funding has not been allocated to complete the task.

Resources - Personnel
Personnel are available for the duration of the task.

Personnel have successfully developed this type of technology in the past.
Personnel not available for the duration of the task, Some key personnel may retire or change jobs during the task. 

Personnel have some experience developing new technologies. 
Personnel not available.

Personnel assigned to the project have not experience developing new technologies

Schedule
Task not in the critical Path.
Task in the critical path, but some slack available
Task in the critical path with no slack

Requirements
All requirements clearly defined
One or two requirements have not been adequately defined
More than two requirements have not been adequately define

Management
All agreements identified and completed, all plans approved, all interfaces and controls are in place
Agreements identified but not finalized, some of the plans are not approved, not all the interfaces and controls are not in place
No agreements are finalized, No plans are approved, None of the interfaces and controls are in place

Risk Impact 

Value
Description


Technical


Budget

Exceed
Schedule Slipped 

(in months)



1
High


Fail to meet 1 or 2 Program Goals/Requirements
x > 50 %
x > 6

2
Medium
Fail to meet 1 or 2 Level 2 Goals/Requirements
25 % <  x < 50% 
4 < x < 6

3
Low


Fail to meet Level 3 or Level 4 Goals/Requirements
x < 25 %
x < 4

 

Time Frame

Value
Description
Reasoning

a
Near
Actions must be taken within 0 to 3 months

b
Mid
Actions must be taken within 3 to 12 months

c
Far
Actions are to be taken more than 12 months from now

7 Documentation of Risk Information

This section defines how risk information will be documented, retained, controlled, and utilized. All risk information shall be documented in the NASA ISE Risk Management Database.  The risk database will be made accessible to all initiative personnel for the purpose of identifying retaining, and updating risk information.  Initiative personnel not able to access the database, may use paper forms. The database shall consist of documented information from lessons learned, trend analysis, and other information which supports the identification of common risks and their solutions.

The following reports, forms, spreadsheets, and templates will be developed and used during the ISE CRM effort.

· Project Management Plan

· Continuous Risk Management Plan

· Risk Information Sheets

· Risk Analysis Reports

· Risk Mitigation Status Reports

· NASA ISE Risk Database

· Stop Light Charts

· Action Item Lists

· Task Plans

Once a risk has been assigned to someone, then only that person shall have the authority to update the risk information.  The Risk Information Sheet for any risk can be printed by whomever is assigned to the risk.  All personnel will have access to the reporting capabilities of the risk database.  The Risk Manager shall be responsible for documenting lessons learned before closing the risk.

The Office of Mission Assurance (OMA) at LaRC is providing the risk database at no cost. Assistance in using the database will be provided by OMA contractor personnel. 
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