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1.
INTRODUCTION

1.1
Scope

This document establishes the detailed reliability assurance requirements to be satisfied and activities to be implemented during the design, fabrication, integration, test, and delivery of all hardware elements for the Mars Exploration Rover (MER) project including those developed by both JPL and any contractors.

1.2
Purpose

The purpose of this document is to define the reliability assurance requirements, which when satisfied, result in a level of risk that is appropriate for the mission and consistent with the JPL “Standard for Reliability Assurance”, JPL D-8671.

1.3
Objectives

The objectives of this document are to identify the reliability tasks and activities necessary to accomplish the mission goals.  To this end, the document has the following specific objectives:

a.
Assure that adequate consideration is given to reliability during the design and development of the hardware.

b. Assure that possible sources of unreliability are identified and where possible eliminated through the design verification & validation process.

c. Assure that hardware reliability activities are implemented in a timely manner consistent with project schedules.

d. Assure that related policies are translated into working level reliability assurance requirements that are implemented consistently throughout the project.

e. Assure the project is aware of any areas of potential unreliability and residual risk.

1.4
Responsibilities

Primary responsibility for the implementation and accomplishment of activities that satisfy the requirements of this document belongs to the JPL responsible design agencies and their respective contractors and subcontractors. All hardware developers shall extend these requirements to their subcontractors and suppliers through appropriate contractual documentation.  Any deviation from these requirements must be waived in accordance with JPL D-TBD, MER Configuration Management Plan..

2.
APPLICABLE DOCUMENTS

The following documents shall apply to the design, fabrication, integration, test, and operations of the flight hardware to the extent specified herein.  In the event of conflict or variance between the provisions of this document and the referenced documents, this document shall govern.

2.1 JPL D-8671, August 1996, “JPL Standard for Reliability Assurance”

2.2 JPL D-5703, July 1990, “ JPL Reliability Analyses Handbook”

2.3 JPL D-8545, 1999.Feb, “JPL Guideline for De-rating Electronic Parts”

2.4 JPL D-19272, “MER Project Environmental Requirements Document”

2.5 JPL D-19708, “MER Project Parts Program Requirements”

2.6 JPL D-19641, “MER Project Configuration Management Plan” 

2.7 JPL D-19651, “MER Project Policies”

2.8 JPL D-19620, “MER Project implementation Plan” (Includes Mission Assurance Plan)
3.
RELIABILITY ASSURANCE REQUIREMENTS

Analyses of the hardware design shall be performed to ensure proper built-in reliability and consistency with mission requirements and objectives. Table 1 (end of this document) lists the requirements for each subsystem or assembly. The analyses shall be performed concurrently with the design effort.  The following reliability analyses shall be performed consistent with the methodology stated in JPL D-5703.

a. Failure Modes, Effects, and Criticality Analysis (FMECA) 

b. Fault Tree Analysis (FTA )

c.
Worst Case Analysis (WCA) 

c. Electrical and Electromechanical Parts Stress Analysis (EPSA)

d. Power Supply Transient Analysis

e.
Thermal Stress Analysis

f.
Structural Stress Analysis

g.
Single Event Effect Analysis (SEE)

Responsible design agencies within JPL, as well as in contractor and subcontractor organizations, shall be responsible for performing, documenting, and updating all of their analyses. Analysis documentation shall include relevant backup data such as circuit description, schematics, functional or logical block diagrams, functional I/F requirements, parts lists, results summary and conclusions.  Analysis documentation guidelines are outlined in JPL D-5703.  All analyses shall be maintained in a current state and reflect the currently approved design.  The design agencies shall take appropriate actions driven by the results of each analysis.

Concurrent engineering by JPL Reliability Assurance during generation of the analyses shall verify technical adequacy of the analyses.  Waivers or design changes are required to resolve discrepancies in the design as identified by the verification process.

For inherited hardware, existing analyses may be satisfactory if applicability is demonstrated by verification that all originally applied requirements, environments, and other bounding conditions envelope the corresponding elements required by the current application.  Analyses shall be performed and documented, if applicability cannot be demonstrated or the analysis is not available.

The entire Problem/Failure Report file against inherited designs and hardware by serial number, plus a list of the reports considered by cognizant personnel to be applicable to the current status of the hardware/design, shall be made available for Project review.  Open and Red Flag [or contractor Red Flag equivalent] reports against this hardware shall be reviewed and either closed in accordance with the requirements of MER project Problem Failure Reporting requirements or accepted by the Subsystem Technical Manager (TM), as documented by an approved waiver.  All closed reports shall be reviewed to verify the appropriateness of the closeout, and to identify known residual risks (i.e., Red Flag equivalent reports) associated with the inherited design/hardware.  Some reports may be reopened for further work.

All analyses shall be completed and reviewed by the subsystem CDR for the equipment being analyzed.

3.1
Success-Critical Single Failure Point (SFP) Controls

Success-critical SFPs are defined by the Mission Success Criteria and Flight System Reliability policies in JPL D-19651, “MER Project Policies.” 

3.2
Reliability Design Requirements

The following sections define the individual analysis requirements.  Mission & environmental factors (such as life, temperatures, radiation, etc.) used in the following analyses are based upon values defined in “MER Project Environmental Requirements Document” JPL-D- 19272, and “MER Project Parts Program Requirements” JPL-D-19708.  

3.2.1
Failure Modes, Effects, & Criticality Analysis (FMECA)

The main objective of a FMECA is to identify success-critical SFPs.  The FMECA shall be performed and documented to analyze postulated failures and identify the potential resultant effects.  FMECAs shall be performed at both the system level and at the assembly/box level.

Interface FMECAs shall be performed at all assembly/box and GSE interfaces and anywhere block or functional redundancy is employed.  As a minimum, these shall:

a.
Consider all operational modes.

b. Be performed at the assembly/box level interfaces to the piece part level to verify that a failure in any interface circuit cannot propagate to and/or damage the interfacing circuit and or damage hardware in another fault containment region.

c. Consider all parts that could be reasonably expected to produce an anomalous condition at the interface that would not otherwise be addressed (DC-DC ) converter, internal to the assembly, that does not have over-voltage protection)

d. Verify that a failure in a non-critical circuit (e.g., telemetry, current monitoring) will not affect the performance of a critical function in a non-redundant circuit.

e. Verify that failures in ground support or test equipment (including power lines) cannot propagate to and damage the flight hardware.

Refer to section 3.4 for Support Equipment FMEA specific requirements.
3.2.2
Fault Tree Analysis (FTA)

FTA shall be performed at the mission level. This analysis shall specify an undesired state of the system and then the system shall be analyzed in context of its environment and operation to find all credible ways in which the undesired event can occur.  

FTAs shall also be performed on all mechanisms and devices. These mechanical FTAs shall address failure modes capable of occurring down to the lowest level piece part.

These analyses shall include an assessment of preventive measures to reduce failure likelihood and alternate modes of operation for mitigating failure effects. The corrective actions may be documented using guidelines in JPL D-5703. The results of these analyses will enable engineering decisions to be made by the cognizant design organization to indicate whether or not additional analysis, testing, inspection, or other steps should be taken to increase the reliability of the flight hardware. These decisions shall be reported at all design reviews subsequent to completing the analysis.

3.2.3

Worst Case Analysis (WCA)

WCA shall be performed and documented. This analysis shall demonstrate that sufficient operating margin exists for all operating conditions when the individual circuits are subjected to any combination of the following: 

a.
WCA of electronics shall use part case temperatures of -55( to +80( C.  (Based upon the temperatures defined in the environmental requirements document. In addition, if the board level thermal analysis indicates a temperature rise of more than 35(C from the thermal control surface (TCS) to the part case, then the WCA must be amended to include the additional temperature increase.)

b.
Piece part manufacturing tolerance.

c.
Part aging and drift for the operating life of the mission, plus one year expected ground test time.

d.
Special factors such as shock, vibration, or vacuum where such conditions would contribute to variations in the circuit parameters.

e.
Voltage, frequency, and load tolerances.

f.
Effects of radiation at 5 krads (as defined in JPL D-19272 behind 0.001 inches of Al), where applicable.

The analysis shall be a true worst case in that the value for each of the variable parameters shall be set to limits that drive the output to a maximum (or minimum). The results of the analysis shall describe all deficiencies and performance restrictions that were identified. 

Voltage Temperature Frequency Margin testing (VTFMT) may be substituted for WCA under the following conditions:

a. The decision to perform VTFMT shall be made early during the design

b. Test plan shall be developed jointly between the design organization and reliability engineering

c. An adequate number of test points on all interface circuits shall be incorporated in the design to allow for evaluation of circuit performance during test.

d. Provision shall be included in the design to vary the operating voltage and frequency( i.e. voltage or frequency controlling devices do not override test inputs to a segment of the circuit). 

e. Margin shall be added to the nominal value for each of the secondary voltage inputs

f. Reliability review and approval of the test procedure shall be obtained prior to the start of the test. 

g. The part stress analysis shall include the VTFMT conditions and shall verify that no parts are overstressed. 

3.2.4

Power Supply Transient Analysis
A Power Supply Transient analysis shall be performed to determine the effects on the power system of all power converters using spacecraft power. The analysis shall verify compliance with all applicable electrical system and EMC requirements for the following:
a.
Transient performance

(1)
Inrush surge current at subsystem turn-on

(2)
Surge current due to mode changes

(3)
Conducted electrical noise generation delivered to input power lines

b.
Power demand

(1)
Power consumption 

c.
Overload protection circuits

(1)
Fuses: operating margin

(2)
Current limiters: protection capabilities, limit level, duration

d.
Grounding configuration compliance
3.2.5
Electronic & Electromechanical Parts Stress Analysis (EPSA)

Parts Stress Analysis shall be performed and documented to verify that the applied stress on each piece part does not exceed the de-rating values established in JPL D-8545.  All analyses shall be documented on JPL-provided or approved forms.  Contractors may use their own forms with JPL reliability and cognizant technical manager approval.  The stress analysis shall use the proto-flight test temperature + 20(C (or proto-flight test temperature + temperature rise from piece part thermal analysis if available). The PSA shall be reviewed once the results of the piece part thermal analysis become available. This review shall insure that the assumed temperature rise envelops the predicate temperature rise and no part is overstressed. 

3.2.6
Thermal Stress Analysis

Thermal stress analysis shall address the effect of the thermal environment, including worst case estimates, for all anticipated environmental conditions.  The analysis shall address material fatigue and the effect of thermal cycling on solder joints, conformal coating, other critical materials, and semiconductor junction temperatures.

3.2.7
Structural Stress Analysis

Structural stress analysis shall be performed on mechanical and electromechanical subsystems/assemblies.  The analysis shall address the effects to be experienced by the structure due to the dynamic environment (i.e., acceleration, shock, vibration, and acoustic noise), including worst case estimates for design environmental conditions.  The analysis shall also address material fatigue.

3.2.8
Single Event Effects Analysis (SEE)

Circuit designs containing SEE sensitive parts shall be analyzed to minimize the effect of SEE and to assure compliance with system/subsystem level requirements.  Performance requirements for operation during SEE are as follows:

a.
Temporary loss of function or loss of data shall be permitted provided that the loss does not compromise subsystem/instrument health, full performance can be recovered rapidly, and there is no time in the mission that the loss is mission critical.

b.
Normal operation and function shall be restored via internal correction methods without external intervention in the event of a Single Even Upset (SEU).

c.
Fault tractability shall be provided in the telemetry stream to the greatest extent practical for all anomalies involving SEEs.

d.
Irreversible actions shall not be permitted.  The flight hardware shall have no parts that may experience unrecoverable radiation induced latch-up or gate rupture.

3.2.9
Reliability Block Diagrams, Risk Assessment, Quantitative Statistical Analysis  for Trades

Reliability Block Diagrams, Probabilistic Risk Assessment (PRA), & Quantitative Statistical Analysis for Trades shall be used for relative trade studies in support of Mission Fault Trees, System Level FMECAs and other such analyses.  

3.3
Reliability Development Requirements

3.3.1
Minimum Operating Time Requirements

Electronic hardware shall receive a minimum number of hours of cumulative test operating time prior to launch. Table 2 lists the operating time requirements. 

Table 2

Minimum Cumulative Ground Operating Hours


Unit
System
Total

Engineering (Prime & Redundant each)
200
1000
1200

Instrument
200
1000
1200
Flight Spares 


500

3.3.2
Life Test

Life test is required for all life limited mechanical/electromechanical hardware. Specific requirements are:

a.
The number of cycles shall be at least 3 times the predicated sum of ground plus in-flight cycles.

b.
Life tests shall be performed in environments representative of in-flight conditions.

c.
Life tests shall be performed with actual loads

d.
JPL reliability review and approval of the life test procedure shall be obtained prior to the start of the test.

e.
Life testing is not required for electronics on/off cycles 

3.3.3. Protective And Redundant Devices/Circuitry Testing

Protective and redundant devices/circuitry internal to a block redundant or single string subsystem/component are often not identifiable as operable during normal subsystem/system testing. These devices/circuits shall be evaluated as follows:

(a) Identify each protective/redundant circuit or device by circuit/subassembly designation.

(b) Using this identification, perform a FMECA to identify piece part level failure modes whose occurrence would not be identifiable during normal testing.

(c) Validate internal redundancy or protective functionality at the last possible test in normal subsystem and system test flow.

(d) Verify that failures do not propagate to disable primary or redundant hardware

3.3.4
Closed Loop Problem Failure Reporting 

Implementation of a comprehensive and formal closed-loop problem failure reporting system is required for the development and testing as outlined in the MER document D-19701,  “Problem Failure Reporting System, Guidelines & Procedure.” 

3.4
Support Equipment

The level of reliability typically required for flight hardware is not warranted for support equipment (SE).  SE that connects to flight units for test or evaluation shall be analyzed for compatibility with the hardware.  Particular care and attention shall be directed at providing assurance that any failure experienced in the SE does not result in degradation or damage to the flight hardware.  As a minimum, the following shall support the SE design and use:

a. Protective adapters.

b. Over-voltage protection for power source

c. FMEAs to be performed on the SE hardware interface to verify that a failure in the SE will not propagate across the interface and cause degradation or damage to the hardware under test.

d. Problem Failure Reports 

3.5
Packaging and Fabrication Processes Reliability
The inspection points, fabrication procedures, and tests defined in JPL D-8208, 

“Electronic Packaging and Fabrication”, shall be used to ensure the reliability of fabrication processes and packaging. The packaging process shall be qualified for 200 cycles of  -55( to +100( C. For contracted hardware, JPL specialists shall determine if contractor’s standard practices are equivalent to that of JPL's. The use of contractor’s standard practices shall be acceptable if equivalency with JPL standard practices is established.   

3.6
Risk Assessment/Management

Each cognizant organization shall report on the status of all PFRs with risk rating equal to or higher than 2/2 at MMRs. A qualitative risk assessment for the flight hardware shall be provided at all major project reviews (CDR, ATLO readiness, pre-ship, etc.) covering Red Flag PFRs, waivers, and problems with residual risk. PFR risk ratings are defined in MER document D-19701,  “Problem Failure Reporting System, Guidelines & Procedure.”   

4.
SUPPLIER RELIABILITY ASSURANCE PROGRAMS

4.1
Reliability Assurance Plan

Contractors/instrument suppliers supplying any hardware or ground support equipment shall develop a Reliability Assurance Plan consistent with the requirements of this document, to the extent specified in the contract Statement of Work.  The contractor’s plan will cover all contractor reliability assurance activities and those of subcontractors and suppliers.  The plan shall be approved by the JPL Contract Technical Manager, JPL Reliability Engineering, and the Mission Assurance Manager.
4.2
Management

Contractors shall designate an individual within their project organization to be responsible for planning and management of reliability assurance activities.  That person shall be responsible for monitoring to assure proper and timely accomplishment of the required reliability tasks.  The individual shall report to the project.  The reliability organization, shall have an independent path to upper management to raise reliability issues that cannot be decided at the project level.

4.3
Reporting

Contractor reporting and data submittal shall be as specified in the contract Statement of Work.

5.0 RECORDS

Analyses documentation shall be as outlined in JPL D-5703 or in an equivalent form. The results of the analysis shall be summarized in a memorandum. Analysis documentation shall include relevant backup data such as circuit description, schematics, functional or logical block diagrams, function/IF requirements, parts lists, results summary and conclusions.  Analysis documentation guidelines are outlined in JPL D-5703.  The memorandums are considered to be quality records and shall be maintained for a minimum of 1 year after the completion the mission.  

6.0 LESSONS LEARNED

The project and the subsystems shall review NASA Lessons Learned (LLIS) & MCO/MPL Failure Lessons Learned and report on these issues at design reviews.

Table 1*

MER Reliability Requirements
Ref Desg
Hardware description
I/F FMECA
FTA
SEEA
PSA
WCA
VTMT
Life Test
Unit 
System














Avionics











Cruise Electronic Module











Cruise Remote Engineering Unit
x

x
x
x


200hours
1000


Cruise Stage Interface and Drivers
x

x
x
x


200
1000


Cruise Power Distribution Unit
x

x
x
x


200
1000














Lander Electronic Module











Lander Remote Engineering Unit
x

x
x
x


200
1000


Lander stage Interface and Driver
x

x
x
x


200
1000


Lander Power Distribution 
x


x
x


200
1000














Rover Electronics Module











NVM camera
x

x
x
x


200
1000


Payload Analog Board
x


x
x


200
1000


Motror Control
x


x
x


200
1000


Telecom PUDL
x


x
x


200
1000


Star Scanner
x

x
x
x


200
1000


Digital Sun Sensor Electronis
x

x
x
x


200
1000


IMU
x

x
x
x


200
1000


MFC (Rad 6000)
x

x
x
x






























Power











Cruise Shunt Limiter (CSL)
x


x
x


200
1000


Cruise Power Control Assembly (CPCA) (Note 4)
x


x
x


200
1000


Lander Pyro Switching Assembly (LPSA)
x


x
x


200
1000


Lander Pyro Switching Interface (LPSIF) 
x


x
x


200
1000


Lander Power Control Assembly (LPCA)
x


x
x


200
1000


Rover Battery Charge Board (RBCB)
x


x
x


200
1000


Rover Power Distrib. Unit (RPDU)
x


x
x


200
1000


Rover Power Converter Unit (RPCU)
x


x
x


200
1000


Rover Shunt Limiter (RSL)
x


x
x


200
1000


Rover Solar Array
x


x
x


200
1000


Cruise Solar Array
x


x
x


200
1000

*This table reflects the state of the design at the time of the release of this document. Future changes in the design will be incorporated in the next revision of this document.










Operating
Time

Ref Desg
Hardware description
I/F FMECA
SEEA
WCA
PSA
FTA
VTMT
Life Test
Unit 
System


Telecom











SSPA
x
x
x
x



200
1000


Digital Amplitude Module (Cruise and Rover)
x
x
x
x



200
1000


SDST (Cruise and Rover)
x
x
x
x



200
1000


Decent and Entry Antennas







200
1000


UHF (CE radio)
x
x
x
x



200
1000


Radar Altimeter A (Honeywell)
x
x
x
x



200
1000


Waveguide Transfer Switch
x
x
x
x


x




2 Way Transfer Switch (or 2 way coax switch)






x




Diplexer























CAMERAS























PANCAM (w/filter wheels)
x


x
x

X

(filter Mech.)
200
1000














Other Rover Cameras 
x


x
x


200
1000


(4 Hazard, 2 Nav, 1 Sun & 1 u imager)











PAYLOAD











APXS/Moessbauer elect.
x


x



200
1000


Moessbauer Sensor Head
x


x



200
1000


APXS Sensor Head



x







Mini - TES
x


x



















































































































































Operating
Time

Ref Desg
Hardware description
I/F FMECA
SEEA
WCA
PSA
FTA
VTMT
Life Test
Unit 
System


Mechanical/Mechanisms























Instrument Deploy Arm











Instrument Turret and Rock Abrasion Tool (RAT)




x






PANCAM Mast Deployment Mechanism




x






PANCAM Mast Scanning Mechanisms (Elevation)




x






PANCAM Mast Scanning Mechanisms (Azimuth)




x






PANCAM Filter Wheel




x






Petal Actuators




x






Solar Array Deployment Actuators




x






Airbag retraction mechanisms




x






Azimuth/ Elevation Gimbal




x






Rover Lift Mechanism




x






Rover Wheel Drives (6)




x






Rover Steering Drives (4)




x






Rocker Bogie Deployment Actuators




x






Separation Devices




x


















Thermal











Integrated Pump Assembly (IPA)




x






Heaters











Temperature Sensors











Thermostats




x






Shunt Radiator Resistors?























Propulsion











Pressure transducers











Heaters











Temperature  Sensors











































































































