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Software Assurance

5.0
Software Assurance
The principle objective of the software assurance program is to ensure that safety, reliability and quality are designed into the software systems.  This will be accomplished by both assuring that there is a well defined and followed methodology for producing software as well as identification and control of hazards associated with the software and the verification of those controls.  Requirements compliance and reliable performance will be verified through rigorous inspection, review and testing.  Quality engineering will be implemented in the specification, design, and development of the software systems.  Quality assurance and control will be implemented in the review and oversight of the software management plan and procedures as well as in review, verification and validation of the software systems.   In this Plan, software is meant to include firmware.

The software assurance effort will begin in the conceptual system design phase and continue through the  operational phase of the project life cycle.   Although the safety, reliability and quality of the project software systems are the ultimate responsibility of project management, LeRC PAO will take a lead role in areas of the software assurance effort as defined below.  All decisions for acceptance of safety, reliability and quality risk will be the responsibility of project management with input from PAO or its representatives.  The PAO will identify a Software Assurance Representative (SAR) for the project and that SAR will have direct access to the project manager, project engineers, and the PAO Management.

As the chosen software lifecycle is as yet undetermined and may vary across all development teams, certain extra steps may be required to assure the software systems developed under each of the chosen methods.   Once all the various Software engineering teams determines the lifecycle they intend to use, Software Product Assurance (SPA) will work with each Software Engineering group to establish all necessary and appropriate inspection, review and verification tasks.   However, regardless of the manner in which the software is created, the fidelity of any system simulators, and the availability of the hardware, full integration testing will still need to be accomplished both at the team level as well as across the entire project.

Any life cycle method requires that safety, reliability and quality analyses will have to be performed in an ever increasing iterative process.  As the PAI's do not currently adapt explicitly to any life cycle except the waterfall, where possible and practical, this Plan will be updated to attempt to make clear how to best apply the PAI’s in the chosen development environment or individual agreements will be worked out with each team.

5.1 
Hazards Analyses
5.1.1 
Preliminary Hazards Analysis

A PHA will be performed at the project system level as per section ???? of this document.  The SAR will support the SSR in accomplishing this task in order to ascertain the role of software in the safety of the system.   The SSR and SAR  will assist the project in using data from the PHA to eliminate or mitigate any potential software hazards.

In bullet form:


The SAR shall:


-
Work with SS & S/W Engineering to plan & schedule iterative Safety Analyses


-
Perform or assist in Software portion of PHA


-
Deliver results of System & Software PHA to S/W Engineering*


-
Recommend Requirements needed to meet findings from PHA*



These tasks are often iterative, performed over and over as information becomes available.


All   Software personnel shall:


-
Work with SS & PAO to derive a plan to schedule periodic Safety  Analyses


-
Make available all system and software concept and requirement documentation


-
Answer questions concerning the software concepts and requirements


-
Implement safety and reliability related requirements which are developed as a result of any PHA*


*
indicate deliverables

5.1.2 
System/Subsystem Hazards Analysis

The SHA/SSHA will be performed on each portion and sub-portions of  ACESE as per section ????  of this document.  The SAR will support the SSR in accomplishing the software portion of this analysis.  This analysis may occur at several points in the lifecycle and a plan will be worked out with the software project lead to determine the best times to implement this analysis.   The SSR and SAR  will assist the project in using data from the SHA/SSHA to eliminate or mitigate any potential software hazards.  This information will also be used to update the verification process to test the response of the software system to any of these possible conditions.

In bullet form:


The SAR shall:


-
Perform or assist in Software portion of SHA/SSHA


-
Deliver results of System/Software SHA/SSHA to S/W Engineering*


-
Recommend Requirements and/or design changes needed to meet findings from SHA/SSHA* (These may be presented as Engineering Change Requests)



These tasks are iterative, performed over and over as information becomes available.


All   Software personnel shall:


-
Make available all system and software concept, requirement, and design documentation


-
Answer questions concerning the software concepts,  requirements, and design


-
Implement safety and reliability related requirements and/or design changes which are developed as a result of any SHA/SSHA or deliver written reasons for not incorporating them*

5.1.3
Operating and Support Hazard Analysis

The O&SHA will be performed as necessary, per section 1.2.3 of this document.  The SAR will support the SSR in accomplishing the software portion of this analysis.  This analysis may occur at several points in the lifecycle and a plan should be worked out with the software project lead to determine the best times to implement the various iterations of this analysis.   The SSR and SAR  will assist the project in using data from the SHA/SSHA to eliminate or mitigate any potential software hazards.

In bullet form:


The SAR shall:


-
Perform or assist in Software portion of SHA/SSHA


-
Deliver results of System & Software SHA/SSHA to S/W Engineering*

-
Recommend Requirements and/or design changes needed to meet findings from SHA/SSHA* (ECRs may be used)



These tasks are iterative, performed over and over as information becomes available.


All   Software personnel shall:


-
Make available all system and software concept, requirement, and design documentation*


-
Answer questions concerning the software concepts,  requirements, and design


-
Implement safety and reliability related requirements and/or design changes which are developed as a result of any SHA/SSHA  or deliver written reasons for not incorporating them*

5.2

Software Reliability

The SAR will work with the RR  to develop a complete reliability  model/prediction.  Since Software does not lend itself to MTBF, wear-out analysis, etc.,  the emphasis for software reliability will be placed on the requirements for, and designing of, fault detection, isolation, recovery and tolerance, where needed to meet System Reliability Requirements.  Off nominal scenarios for testing will be reviewed and verified.  As the  requirements and design grow during the life of the project, this will be an ongoing effort.

In bullet form:


The SAR/PAO shall:


-
Review current documentation (concept, requirement, design, testing, code, etc.) and perform iterative reliability analyses through out the development and operational life of the project


-
Report findings from Reliability Analyses to Software Engineering*


-
Recommend requirements, design, and code changes based on reliability studies/analyses to meet required system failure tolerance and reliability requirements* (In later development phases, these may be incorporated into ECRs.)



These tasks are iterative, performed over and over as information becomes available.


All Software Engineering personnel shall:


-
Develop software reliability strategy and implement it in the requirements and design, as well as the code, of the product. *


-
Make available necessary documentation and code for review


-
Answer questions concerning reliability, FDIR (Fault Detection, Isolation and Recovery), fault tolerance, and error handling


-
Incorporate changes to requirements, design and code based on input from Reliability analyses or give written reasons for not doing so.*

5.3

Software Configuration Management

Both an internal developers software configuration management (SCM) and a formal SCM for external and baseline releases should be established.  One plan can cover both.   An internal software configuration management (SCM) must be put in place at the very start, during software conception.  Internal informal baselines must be identified.  Each set of requirements, design, code, and test that makes up part of the  ACESE will need to be accurately identified, tracked and verified.  While informal in that there will be little outside review during initial development stages, a certain level of formality and control must exist to be able to provide a stable development environment for each successive build and for allowing interaction between developers.

External Baselines both within each project team and between the project teams must be established by agreement between each Software Project lead, Project Management, and SPA.

Software Configuration Management Plans for each project team (as well as an overall   ACESE SCM to hold the final delivered software and documentation) which details both the internal and external configuration management process will be written by the project with assistance from the SAR.  The internal portion of the SCMP will be completed prior to initialization of the first spiral.  The external portion should be complete prior to the first external baseline and review, and/or the Project PDR.    This SCM system will include software configuration identification and software change control.

In bullet form:


The SAR/PAO shall:


-
Review and comment on each SCM plan


-
Audit each SCM System and its use to its specific plan*


The Software SCM managers and  engineers shall:


-
Develop an SCM Plan and System which can handle both developmental  and formal documents and code baselines, releases and changes.*


-
Operate to their plan.


-
Make available records and documentation which have tracked the contents of the SCM and/or are Configuration Items themselves,  as well as demonstrate the SCM system to the SAR auditor.


Software Engineering shall:


-
Use the SCM system to develop, release, change and track project documentation and code

5.3.1

Software Configuration Identification

The software configuration control system will incorporate a numbering system which uniquely identifies all the developmental and formally controlled elements.  Documentation as well as code must be under control and a means to correlate the various revisions of code, test plans/procedures, design and requirements to each other.  he lowest element identified and controlled will be a file.

In bullet form:


The SAR/PAO shall:


-
Review the identification scheme and comment on its usability across the project teams


-
Audit/survey to verify that the scheme is properly used*


Software Configuration Management & Software Engineering shall:


-
Establish  ACESE project unique identifiers for documentation and code which can be readily understood across the entire  ACESE project team*


-
These identifiers must easily identify not only the type of Configuration Item (Test Plan, Requirements, Preliminary Design, code, etc.) but also the revision level.

5.3.2

Software Change Control

There must be implemented both an internal and an external change control system.  The internal change control must allow for quick access and updates being available to all designated developers.  A system of daily or weekly “baselines” should be established where developers who are expanding upon, altering, or deleting portions of a document or code are able to recover past versions, identify working elements that others on the project should use, as well as identify and isolate that which is under creation/revision.  A good SCM system will provide most of this automatically.

For external change control, the SCM should accommodate supporting identification of a higher level of version control which will be subject to the project change control system as outlined in section 4.2.2.  All changes to externally baselined software will comply with this system and be reviewed by the CCB as defined in section 4.2.2.  While each project will have its own CCB, there should be participation at the system level as well.

In bullet form:


The SAR/PAO shall:


-
Review the SCM plans for incorporation of good change control procedures.


-
Participate in the various change control boards.


Each SCM Management & Software Engineering shall:


-
Create a system for change control with ERBs and CCBs.  Software may have its own CCB up through integration if that what is needed.*


-
Manage the change control to have both project internal as well as  proper  ACESE system level participation.

5.4

Software Nonconformance Reporting and Correction Action

Software nonconformance reporting and corrective action will be part of the nonconformance reporting system as defined in section ???? of this document and the PRACA system as defined in section ???? of this document.    Software groups may have their own internal nonconformance reporting and corrective action system which relates to the system level Nonconformance and PRACA systems.    Once an initial baseline is established, all problems discovered in base-lined software documentation and code must use the established nonconformance reporting and corrective action systems set in place.   A record of all problem reports and non-conformance reports,  as well as their current status shall be readily available for review.

In bullet form:


Software Project Management shall:


-
Establish a nonconformance/problem reporting and corrective action system for  all base-lined documentation and code.*


-
Make available current status of all Non-conformances and/or problem reports *


The SAR/PAO shall:


-
Review the Nonconformance and PRACA system documentation


-
Audit these systems


-
Submit software and system non-conformances and or problem reports when review, testing or analyses reveal a problem or NC*


-
Participate in sign-off of software non-conformances and/or PRACAs


Software Engineering shall:


-
Submit software and/or system non-conformances and/or problem reports when review, testing or analyses reveal a problem or NC at either the software or system level on base-lined documentation, code or hardware.*


-
Participate in performing, testing and reporting on any corrective actions assigned to them.


-
Participate in sign-off of software non-conformances and/or PRACAs, as required*

5.5

Failure Review Board

A failure review board (FRB) will be established per section 4.8.2 of this document.  All failures of base-lined versions of software or hardware failures caused by base-lined versions of software will be documented on a failure report and be reviewed by the FRB as defined in section 4.8.2 of this document.

In bullet form:


The SAR/PAO shall:


-
Participate in Failure Review Boards as required.


-
Submit Failure reports as required.*


Software Engineering shall:


-
Participate in Failure Review Boards as required.


-
Submit Failure reports as required.*

5.6

Software Audits and Surveys

Beginning with the initial established software baselines and continuing through delivery, the LeRC OS&MA will perform audits and surveys of the software development program to assure compliance with program and project team software development standards and requirements, instructions related to software management and change control.  The software audits and surveys will be performed in accordance with PAI 520.  These audits shall occur periodically as either requested by the project manager or determined  by the project assurance manager.

In bullet form:


The SAR/PAO shall:


-
Establish a schedule for auditing each portion of the  ACESE project*


-
Perform Audits and/or surveys as per PAI 520*


Software Engineering shall:


-
Make available necessary materials for audits

5.6.1

Functional Configuration Audits

The SAR shall perform, on each part of the  ACESE and the  ACESE as a whole, audits which determine that the software to be delivered meets 1) all the functional requirements of each individual  portion of  ACESE being and 2) that the functional requirements of the overall  ACESE system perform as stated.


The SAR/PAO shall:


-
Perform Functional Configuration Audits on each portion of the  ACESE project and on the overall  ACESE system - this may be done in conjunction with acceptance testing.*


Software Engineering shall:


-
Provide access to the necessary levels of testing and analysis in order to determine that the final deliverables meet all functional requirements.*

5.6.2

Physical Configuration Audits

The SAR shall perform, on each part of the  ACESE and the  ACESE as a whole, audits which determine that 1) all the promised software and documentation is delivered 2) the delivered software and documentation are at the correct version levels.   Each Project Software Engineering group must provide a Version Description Document (VDD) as well as an Acceptance Data Package (ADP) which lists all the deliverables and how they will be delivered, shows the status of all nonconformance and problem reports against the software, documents any deviations or waivers, and provides any information concerning building and running the provided software.


The SAR/PAO shall:


-
Review the VDD 


-
Audit the ADP and the deliverables *


Each Software Engineering Team/Group shall:


-
Create a version description document which details which versions of each code module and documentation are being delivered.*


-
Create and submit an Acceptance Data Package for delivery of all software.*

5.7

Software Reviews

Software Requirements and Design Reviews will occur at designated software baselines as agreed upon by the software project lead, project management, and the SAR.  It is recommended that as one form of these reviews, software formal inspections be conducted periodically throughout the chosen lifecycle to enable adequate peer and outside review.  With the quick emergence of continual and growing requirements and subsequent design and code that is engendered by our working environment, it is important to have periodic sanity checks that formal inspections can bring by allowing for review by other developers, the hardware, system and operations personnel.    NASA Guidebook A302 should be used for Formal Inspections.

PAIs 520 and 540 should be used as guidelines for the more formal review processes.

In bullet form:


The SAR/PAO shall:


-
Review software documentation (and some code) to provide feedback concerning it’s ability to meet the standards and requirements as well as provide input concerning safety and reliability of the software & the system.


-
Support the milestone reviews by providing critical review of the products under review.


-
Support Software Formal Inspections by both participating as inspectors and/or moderators and helping with the organizing and scheduling of inspections.


Software Engineering shall:


-
Provide review material in a timely manner, allowing at least a week to review the material prior to a major review or inspection*


-
Incorporate agreed upon corrections*


-
Schedule and plan a set of reviews and inspections which allow for needed insight into the software development process and products.*

5.8

Software Testing

A software test plan (STP)  will be developed which identifies how software testing is to be performed on all software systems at all phases of development.  It will include the project philosophy on pass/fail criteria as well as regression testing coverage.   In  addition, it will outline the use and verification level of simulators, engineering models and flight hardware used to test the software.  This plan will be written by the project with assistance from the SAR.  As unit testing begins almost at once in the either the rapid prototyping or spiral model, in cases where these are the chosen lifecycle, the unit test criteria portion of this document should be in place prior to completion of the first round of the spiral or completion of the first prototype.   The complete test plan will detail the various levels of software and hardware integration as well as final acceptance testing.  A completed STP should be available for review at the project PDR.

The SAR will provide the project with input for the STP as obtained from safety, reliability, payload integration, project requirements, science requirements, and ground and crew operations.  

Software testing will be in accordance with PAI 550. 

In bullet form:


The SAR/PAO shall:


-
Review the STP for completion and meeting any agreed to STP standards.*


-
Contribute any safety and or reliability verification requirements to the STP*


-
Audit to the STP*


Each Software Engineering group shall:


-
Create a comprehensive STP*


-
Work with SAR to incorporate agreed upon changes*


-
Follow the STP or make appropriate changes to make it meet the method of testing and verification that will take place.

5.8.1
Software Test Procedures

Software test procedures shall be written for all software tests identified in the ST Plan.  The test procedures and specifications will be prepared by the project with assistance from the SAR.  These test procedures will be written in accordance with PAI’s #550 & #330.

The test procedures will be reviewed by the SAR (and other product assurance representatives as necessary) prior to the performance of any testing for completeness, accuracy, and relevance to the objective of the test, as well as for  compliance with, and coverage of applicable requirements.

In bullet form:


The SAR/PAO shall:


-
Review all test procedures for accuracy, completeness, relevance, compliance with and coverage of applicable requirements.


-
Participate in selected tests to assure compliance with the STP and the test procedures.


Each Software Engineering group shall:


-
Produce complete test procedures for each test called out in the ST Plan as per PAI’s #550 & #330.*


-
Follow those test procedures, or alter them as needed,  with agreement from the SAR and Engineering Management.*


-


5.8.2
Software Test Reports

Test reports will then be completed by the project personnel and reviewed by the SAR and/or other product assurance personnel as appropriate for accuracy, completeness and relevance to the objective prior to submittal.

In Bullet form:


The Software Engineering Groups Shall:


-
Produce accurate, complete and compliant Test Reports for each test conducted.*


-
Assure that test failure or passage is clearly indicated and if the test as a whole or in part failed, proper corrective action and retesting are performed and documented.*


The SAR/PAO shall:


-
Review selected test reports for completion, compliance and accuracy.


-
Follow up on any test failures to assure correction and proper retesting.

5.9

Design Reviews

The SAR will attend all project design reviews and present a status of the software assurance program, which may include software test status, software development status, software documentation summary and status of any software problems, and any other information deemed pertinent by the project manager or SAR.

In bullet form:


The SAR/PAO shall:


-
Attend all project and software design reviews.


-
Present the SA status of both the software and the assurance efforts.*


The Project and Software Engineering groups shall:


-
Schedule and conduct project and software design reviews (software design reviews may be included in system reviews, but software design often lags the system design maturity by several months).*


-
Evaluate the input from SAR, and other reviewers, and make the appropriate recommended changes put forth as a result of the design reviews.*

5.10

Software Documentation and Records

The project will develop and maintain the following software documentation (this documentation can be maintained as separate documents or combined as agreed to with the SAR):


1.
Software Requirements Document*


2.
Software Preliminary Design Document*


3.
Software Detailed Design Document*


4.
Software Assembly Procedures Document*


5.
Software Version Description Document*


6.
Software Test Plan*


7.
Software Test Procedures*


8.
Software Test Reports*


9.
Acceptance Data Package*

In addition, there may be other software documentation which is to be developed and maintained which includes, but is not limited to, audit reports, checklists, logs, survey results, and Interface Control Documents.  These additional documents will be developed and maintained per PAI #530.

The use of software development folders is recommended for maintaining individual developer's documentation.

In bullet form:


The SAR/PAO shall:


-
Assure the proper documentation is created and maintained


-
Make available all documentation produced as a result of surveys, audits, reviews and reports.*


-
Create and maintain the software assurance portion of this plan.*


Software Engineering shall:


-
Create and maintain the appropriate documentation as listed above*

