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Acronyms & Abbreviations
DCP
Dryden Centerwide Procedure

DFRC
Dryden Flight Research Center

DID
Data Item Description

DOP
Dryden Organizational Procedure

GB
Guidebook

ISO
International Organization for Standardization

MSSO
Management System Support Office

NASA
National Aeronautics and Space Administration

SDA
Software Development Agent

SQA
Software Quality Assurance

S&MA
Safety and Mission Assurance

STD
Standard

Reference Documents

The following documents, of the version current as of the date of this procedure, were used as the basis for this procedure.  Where a conflict exists between this procedure and a referenced document, this job procedure will take precedence.

DCP-S-007
Software Assurance

(TBD)
Software Safety Job Instruction

ISO 9000-3
Quality Management and Quality Assurance Standards

MIL-STD-882
Military Standard System Safety Program Requirements

MIL-STD-1521
Technical Reviews and Audits for Systems, Equipment, and Computer Software

NPD 2820.1
NASA Software Policies

NASA-STD-2201-93
Software Assurance Standard

NASA-STD-2202-93
Software Formal Inspections Standard

NASA-GB-A201
Software Assurance Guidebook

NASA-GB-A301
Software Quality Assurance Audits Guidebook

NASA-GB-A302
Software Formal Inspections Guidebook

1.0 Objectives and Applicability

The purpose of this document is to identify and describe the activities associated with performing consistent and complete Software Quality Assurance (SQA) audits of Dryden Software Development Programs.  It is intended as a guide for SQA auditors to direct them in the performance of SQA audits.  Adherence to this procedure will assure maximum consistency among SQA audits performed by different auditors.

There are three types of formal SQA audits.  First, the Pre-Development SQA Audit is performed to ensure that the project has in place a basic set of software related practices to assure that quality software can be produced.  Second, the In-Process SQA Audit is performed to ensure conformance with the approved software related standards, procedures and plans.  Third, the Post-Development Audit is performed to ensure all software elements were generated and processed according to approved standards, plans and procedures; an adequate audit trail exists; and the capability for effective modification of software exists.

A Software Assurance Self Evaluation Report (see DCP-S-007) should be completed to gather basic information of the software development program being audited.  The SQA auditor should use this report prior to each formal SQA audit to expedite the process of gathering basic information.

The SQA auditor should make every effort to perform these audit processes on a non-interference basis.  Close coordination with the project manager and/or the Software Development Agent (SDA) is essential to reduce the impact of the audit process on the Software Development Program schedule.

2.0 Conformance

All personnel assigned the task of performing SQA audits shall make every effort to use this procedure in a consistent manner.  DFRC Safety and Mission Assurance (S&MA) shall assure that this procedure is used during an SQA audit and all associated records are properly filed and maintained.

3.0 Procedural Requirements

An SQA audit consists of the following activities.  Each activity shall be performed or documented as ‘not applicable’.

3.1 Prepare SQA Audit Workbook

SQA shall prepare an SQA audit workbook for each particular SQA audit so that the time spent during the on-site audit sessions will be as productive as possible.  It is recommended that the SQA auditor include the “SQA Activities Record” (Appendix A) in the Audit Workbook to record completed activities and the approximate time required for each activity.  This information will be of value when planning future audits.  At minimum, (including the “SQA Activities Record”) the workbook should contain the following sections:

3.1.1 Software Assurance Self Evaluation Report

The information gathered in the Self Evaluation Report (see DCP-S-007) will be used to develop the formal SQA audit agenda.
3.1.2 Audit Agenda

The agenda describes the audit topics and the approximate time required to complete each audit topic.  The agenda may be modified, as required, during the audit in-briefing at the project site.

3.1.3 SQA Audit Worksheets

These worksheets consist of detailed questions and issues associated with each audit topic.  During the on-site visit, an answer to each question and issue will be sought.

Each worksheet recommends the documents and environments to examine, the questions and issues to address, and the personnel to interview.

3.1.4 SQA Audit Report Materials

The audit report (Appendix D) consists of a text section with the following four attachments:

1. Audit Summary Worksheet

This worksheet provides a general overview of the completed SQA audit.  The ratings are categorized as STRONG, OK or WEAK.  This information should be used during the audit out-briefing.

This worksheet will be included as Attachment 1 to the SQA Audit Report.

2. Index of Action Items/Corrective Actions/Recommended Improvements

This worksheet is used to document action items, corrective actions, and recommended improvements associated with the audit.  This information, when complete, will be used during the out-briefing.

This worksheet will be included as Attachment 2 to the SQA Audit Report.

3. List of Personnel Interviewed

This worksheet is used to record the name and function of each person interviewed during the audit.

This worksheet will be included as Attachment 3 to the SQA Audit Report.

4. List of Documentation and Environments to Examine

This worksheet contains a list of documents and environments that should be examined in order to accurately determine a project’s strengths and weaknesses.  The worksheet provides this information for each audit report element.  The auditor(s) should use this worksheet to maintain a current list of items examined during the audit.

This worksheet will be included as Attachment 4 to the SQA Audit Report.

3.1.5 List of Supporting Documents

As a helpful option, the auditor may want to develop a list of other SQA supporting documents (NASA Standards IEEE Standards, etc.) or any other related information that may be of benefit during the on-site visit.  These documents may include examples of other project software development documents.

3.1.6 List of Other Supporting Project Materials

As another helpful option, the auditor may want to make a list of documents the auditor may request from the project during the audit (e.g., problem reports, software change requests, documents or portions of documents for reference in the audit report, etc.).

3.1.7 Software Project Data Collection Form

Another option for the auditor may be to develop a list of other miscellaneous items reviewed during the audit, such as information about the software being developed (e.g., standards used by the software developers, programming language(s), estimated lines of code, etc.).  When required, the auditor may work with the vendor to complete this list.

3.2 Establish Contact with Project

Approximately six to eight weeks prior to an anticipated SQA audit, contact the Project Manager in order to establish and begin discussing the purpose and timetable for the audit.

3.3 Issue Software Assurance Self Evaluation Report

Send a copy of the Software Assurance Self Evaluation Report (see DCP-S-007) to the Project Manager/DSA and request that it be completed within a two-week time frame.

This is a basic software survey questionnaire that assists in determining if a project is in compliance with elementary software development and support practices.  The questionnaire is designed so that the project can provide simple yes or no answers along with brief comments, data or information.

3.4 Complete Self Evaluation Report and Return

Within two weeks of receiving the Self Evaluation Report, the project shall complete it and return it to SQA.

3.5 Receive Project Completed Self Evaluation Report

SQA shall receive and file the completed self evaluation report with the SQA audit records.  The information received on the self evaluation report shall be used to prepare the materials for the formal SQA audit.

3.6 Establish Audit Agenda

SQA shall use the project’s self evaluation report information to prepare the audit agenda and plan the audit sessions.  Refer to Appendix E for a sample audit agenda.

3.7 Submit Agenda to Project

SQA shall submit the audit agenda to the project manager.

3.8 Submit Agenda to Program Personnel

SQA shall submit the audit agenda to the Management System Support Office (MSSO) and notify others, as appropriate (i.e., System Safety)

3.9 Forward Audit Materials List to Project

Approximately one week prior to the scheduled SQA audit, SQA shall prepare and forward a list of “products and environments to examine” to the project manager.  This allows the project manager to plan support for the audit and gather requested materials.

3.10 Perform Audit Preparation Activities

All audit-related activities should be recorded for use in estimating future SQA audit processes.  Audit preparation activities not specifically identified within this procedure are categorized as “miscellaneous preparation.”  This includes travel to and from the project site.  The purpose of this activity is to document the specific event dates and to record the actual time devoted to the audit.  Use the SQA Audit Checklist provided in Appendix A to record all SQA activities by date and time.

3.11 Conduct SQA Audit at Project Site

The activities performed at the project site consist of an in-briefing, a series of audit sessions and an out-briefing.

3.11.1 Conduct In-Briefing

SQA shall conduct an in-briefing to describe the SQA audit process for project management, their involvement in the process and the expected accomplishments during the audit sessions.  If necessary, the audit agenda will be adjusted at this time.

3.11.2 Conduct Audit Sessions

SQA shall examine documentation and records, conduct interviews and examine the software engineering environment, according to the information provided in the self evaluation report.  The auditor(s) should make every attempt to answer each question and address each concern identified in the self evaluation report.

3.11.3 Conduct Out-Briefing with Project Management

Before leaving the project site, the SQA auditor(s) shall generate a preliminary assessment, using the Audit Summary Worksheet (Attachment 1 of Appendix D), and conduct an out-briefing for project management.  The out-briefing shall identify the project’s rating for each applicable element (WEAK, OK, STRONG or N/A) and initial recommendations and/or recommended corrective actions.

3.11.4 Conduct Briefing with Program Management

As a courtesy (normally within two weeks of completing the on-site audit), SQA should offer to give a detailed briefing of the SQA audit for project and functional management (including the MSSO).

3.12 Generating the Audit Report

Generating the formal SQA Audit Report consists of:

1. Writing a draft report,

2. Allowing the appropriate project personnel to review the draft,

3. Incorporating the project’s suggestions, comments, and corrections into the report,

4. Obtaining management sign-off of the report.

Format and content of the audit report are based on NASA-STD-2100-91, Data Item Descriptions NASA-DID-R000, and NASA-DID-R002.

3.12.1 Generate Draft SQA Report

Within two weeks of the on-site visit, SQA shall generate a draft SQA Audit Report in accordance with this procedure and NASA-STD-2100-91.  Refer to Appendix D for the format and recommended content of the audit report.

3.12.2 Distribute Draft SQA Audit Report for Review

SQA shall submit the draft audit report to the project manager and designated functional management for review.

Project and functional management shall verify the validity of the recommended corrective actions and process improvements.  The project should verify that the report accurately describes the personnel interviewed and the environments evaluated.

Reviewers should be requested to respond within two weeks after receiving the draft audit report, otherwise, the report will be considered satisfactory as is.

3.12.3 Receive Project and Functional Inputs

SQA shall verify the receipt of all inputs to the draft audit report.  This input shall be used to generate the final report.  Original inputs will be filed by SQA.

3.12.4 Generate SQA Final Report

SQA shall analyze responses from project and functional personnel and incorporate appropriate comments/corrections into the final SQA Audit Report.  At this point, the SQA Audit Report represents functional management’s formal position relative to the required corrective actions.

3.12.5 Submit SQA Final Report for Quality Assurance Review

SQA shall submit the final SQA Audit Report to Quality Assurance management for review.

3.12.6 Submit Final SQA Audit Report to Project

SQA shall submit the final SQA Audit Report to the Software Development Agent/Project Manager.  The SDA/Project Manager shall coordinate the report with functional management.

3.13 Implement Corrective Actions

Within two weeks of the final SQA Audit Report, SQA and the project manager shall meet to discuss the corrective action plan.  At this time, the Corrective Actions Index (Appendix D, Attachment 2) can be completed for the “Expected Completion Date” and “Assigned To” columns.  Final requested changes to the planned corrective actions should be coordinated at this time.

3.14 Verify Project’s Corrective Actions

SQA, in coordination with the Office of Safety & Mission Assurance, shall verify the project has satisfactorily implemented the planned corrective actions.  This may be accomplished at a follow-up audit(s), by participating in formal reviews, by examining project documentation or other methods.

The project shall implement, within the specified time frame, the corrective actions identified in the SQA Audit Report and provide functional management with regular status information.  The SQA audit will not be closed out until all corrective actions are complete.

3.15 File SQA Audit Materials and Capture Lessons Learned

When all corrective actions and action items are complete, SQA and the Project Manager shall file and maintain the SQA audit information.

3.15.1 File SQA Audit Report

SQA and the Project Manager shall file a copy of the final SQA Audit Report and all other audit associated information with their SQA audit records.

NOTE

The project copy of the SQA Audit Report shall be considered the official record.

3.15.2 Distribute SQA Audit Report to Program Personnel

SQA shall distribute a copy of the final SQA Audit Report to the MSSO and other functional management, as required.

3.15.3 Retain SQA Audit Report in Software Development Library

SQA shall retain a copy of the SQA Audit Report and verify that the project has retained the official copy in the project’s Software Development Library.

3.15.4 Update Audit-related Documents

As audits are completed, SQA shall review and enhance this and other related procedures, as necessary.

Proposed enhancements to the procedures should be coordinated with System Safety and the MSSO project office.

3.15.5 Capture Lessons Learned

SQA and the project should review the audit in detail and document lessons learned in the appropriate Lessons Learned Database.

4.0 Attributes

Consistent – An SQA audit is considered consistent if it is performed according to this procedure, thereby making it similar in form and content to all other SQA audits.

Complete – An SQA audit is considered complete when all activities identified by this procedure are performed or determined to be not applicable.

5.0 Responsibility

The individual assigned to perform the SQA audit is responsible for applying this procedure.

Normally, Quality Assurance or System Safety will be responsible for performing SQA audits, ensuring that this procedure is applied and maintaining SQA audit records.  The official SQA audit records will be maintained by the Project Manager.

6.0 SQA Audit Formats

An SQA Audit may be performed at any phase in a software development program.  Ideally, the audit process would begin at the “Concept & Initiation” phase, however, it may be performed at any time in the software development process.  Obviously, earlier is better.

Three typical examples of the audit process are listed below.  The Software Assurance Self Evaluation Report (see DCP-S-007) and the formal SQA Audit Worksheets (Appendix C) can be used for each:

1. Pre-development SQA Audit – An audit performed prior to or shortly after project start to determine the strengths and weaknesses of the project’s actual or planned software quality assurance program, software development program and/or software support processes.

2. In-Process SQA Audit – One or more audits performed while the project’s software development efforts are under way to verify compliance with approved standards, plans and procedures.

3. Post-Development SQA Audit – An audit performed just prior to the end of the project’s software development program to verify the development effort was conducted as planned, all documentation and other work products are complete, and migration to the next environment (e.g., archive, simulator, supplier or customer) can be smoothly accomplished.

APPENDIX A ‑ SQA ACTIVITIES RECORD

SQA Activities Record

Preparation Activities



Date Completed
Paragraph Reference
OPR

Activity
Approx.

Hours


3.1
SQA - prepare audit workbook



3.2
SQA - establish contact with project



3.3
SQA - send self evaluation report to project



3.4
Project - complete self evaluation report and return



3.5
SQA - receive project’s completed self evaluation report



3.6
SQA - establish audit agenda



3.7
SQA - submit agenda to project



3.8
SQA - submit agenda to program personnel



3.9
SQA - forward audit materials to project



3.10
SQA - perform miscellaneous preparation activities


SQA Activities Record

On-Site Activities



Date Completed
Paragraph Reference
OPR

Activity
Approx.

Hours


3.11
SQA - Conduct SQA audit on site



3.11.1
SQA - conduct in-briefing



3.11.2
SQA - conduct audit sessions



3.11.3
SQA - conduct out-briefing with project management



3.11.4
SQA - conduct briefing with program/functional management (optional)


SQA Activities Record

Closure Activities



Date Completed
Paragraph Reference
OPR

Activity
Approx.

Hours


3.12
Audit Report



3.12.1
SQA - generate draft audit report



3.12.2
SQA - distribute draft audit report for review



3.12.3
SQA - receive project and functional inputs



3.12.4
SQA - generate final audit report



3.12.5
SQA - submit final audit report to QA for review



3.12.6
SQA - submit final audit report to project



3.13
Project – implement corrective actions



3.14
SQA – verify project’s corrective actions



3.15
Audit Materials &

Lessons Learned



3.15.1
SQA & Project – file audit report



3.15.2
SQA – Distribute audit report to program personnel



3.15.3
Project – Retain audit report in Software Development Library



3.15.4
SQA – Update audit-related documents



3.15.5
SQA & Project – Capture Lessons Learned


APPENDIX B – SOFTWARE ASSURANCE SELF EVALUATION REPORT

The Software Assurance Self Evaluation Report can be found in DCP-S-007, Software Assurance, Attachment M.  The checklist is divided into ten sections and is a prerequisite to the more detailed/formal Software Quality Assurance audit provided in Appendix C.

APPENDIX C – SOFTWARE QUALITY ASSURANCE AUDIT WORKSHEETS

Project being audited:


Type of SQA Audit*:


Highest software classification:


Primary software usage:


Auditor(s):


Software Development Agent:


Start Date:


Completion Date:


* Pre-Development, In-Process or Post-Development Software Quality Assurance (SQA) Audit (see Section 6)

Prepared by:

Kalman and Company, Inc.

System Test Division

NASA Dryden Flight Research Center

Edwards AFB, CA 93523

July 2000

Version 1

Element A: Software Organization and Management

1.  Does your project have an organization chart that clearly identifies the software development and quality assurance organizations?  


Materials to See




Organization charts











Questions








Is SQA in a reporting chain separate from software development?







Is this project’s software development uniquely identified?







Does the organization chart contain a Software Engineering Process 
Group or equivalent?


















People to interview/Telephone Numbers:



SQA Manager




Software Manager







Element A: Software Organization and Management

2.  Do you normally assign a designated software manager to control all software (developed or purchased) for a project (including supplier software)?  


Materials to See




Organization charts







Questions








Who is the software manager for this project?







Does the organization chart identify the software manager?







Any software suppliers?








Does the software manager monitor the supplier activities?














People to interview/Telephone Numbers:



Software Manager












Element A: Software Organization and Management

3.  Do you have a Software Development Plan (SDP)? 


Materials to See




A representative/applicable SDP



Questions




What recognized standard is used as the basis for the SDP?



Does the SDP address:




- software development management?




- software configuration management?




- problem reporting and corrective action?




- verification, validation and testing?




- the software system engineering environment?




- support resources?




- design and coding standards?




- software development files?




- software safety?




- product evaluations?




- formal reviews?




- software supplier management?


People to interview/Telephone Numbers:



SQA Manager




Software Manager







Element A: Software Organization and Management

4.  Do you have a mechanism for creating and maintaining detailed software schedules?  


Materials to See




Example of a software development schedule



The scheduling tool



Questions








Does the software schedule identify:




- all software development activities?




- all software support activities?




- current and correct status?



What tool is used to maintain the schedule?



Who maintains the schedule?



Who authorizes changes to the schedule?



Are developers aware of the schedule?



What mechanism do you use for work tasking?






People to interview/Telephone Numbers:



Software Manager








Element A: Software Organization and Management

5.  Do you have a mechanism for identifying and reducing technical and schedule risk?  


Materials to See




Risk analysis reports




Procedure for performing risk analyses



The risk analysis tool


Questions








Does a procedure for performing risk analyses exist?



What technical risks have been identified for the software?









What schedule risks have been identified?









Are risk reduction plans in place?



Do evaluation criteria for technical and schedule risks exist?






What risk analysis tool is used?





People to interview/Telephone Numbers:



Software Manager








Element A: Software Organization and Management

6.  Do you regularly monitor your supplier’s software activities?  


Materials to See




Example of a supplier audit report



List of approved software suppliers


Questions







Any software suppliers for this project?




If so, who?






How are software suppliers monitored?






Do you have an approved software supplier list?






How are software suppliers approved?








People to interview/Telephone Numbers:



SQA Manager




Software Manager








Element A: Software Organization and Management

7.  Do your software management techniques include software size/cost estimating?  


Materials to See







Organization charts





Questions




Does a procedure for generating software size and cost estimates exist?



Do examples of software size and cost reports exist?



What tool or mechanism is used for software sizing and costing?



What is your basic sizing unit? [e.g., LOC]



What is the expected size of the completed software?



What productivity estimates do you use?



How is reusability of code, design and documentation factored into the 
estimates?






What percent of the software and data will be reused?





People to interview/Telephone Numbers:



Software Manage








Element A: Software Organization and Management

8.  Does your project generate and utilize management indicators?  


Materials to See




List of management indicators




Management indicator report



Questions







What management indicators (MI) are generated?




- software development progress?




- requirements and design stability?




- software size?




- requirements and design progress?




- incremental release content? 



Who collects the data and generates the MI’s?






How are the MI’s used to manage the software development process?





People to interview/Telephone Numbers:



SQA Manager




Software Manager








Element A: Software Organization and Management

9.  Has a software assessment, according to the requirements of ISO-9000, been performed on your project?  


Materials to See




ISO-9000 assessment results and data






Questions








Has an ISO-9000 assessment of your project been performed?







Is a plan in place for compliance to ISO-9000?







Does your project have future plans to be assessed?


















People to interview/Telephone Numbers:



Software Manager












Element B: Software Quality Assurance

1.  Do you have a documented Software Quality Assurance Plan (SQAP)? 


Materials to See




Software quality program documentation



A SQA Plan



Example of an SQA Plan schedule



Examples of SQA records


Questions







Is the software quality program documented in project directives or 
policies?



Is a documented SQA Plan in use?



Do all software personnel have access to the SQA Plan?



How are SQA Plan requirements communicated to software engineers?





Do software engineers understand their role in the SQA Plan?



Do SQA schedules exist?



Do records for SQA activities exist?





People to interview/Telephone Numbers:



SQA Engineer




Software Manager




Software Manager



Element B: Software Quality Assurance

2.  Does the SQA Plan conform to NASA software documentation standards? 

Materials to See




The SQA Plan standard



A representative/applicable SQA Plan


Questions




Does the SQA Plan contain SQA activities related to:




- software evaluations?




- process evaluations?




- software documentation evaluations?




- development plans?




- development processes?




- software management?




- software engineering environment?




- software testing?




- software configuration control?




- corrective actions?




- supplier control?




- formal CM reviews and audits?




- technical reviews (walkthroughs, etc.)?




- SQA audits?




- software distribution control?




- software safety?


People to interview/Telephone Numbers:



SQA Engineer



Element B: Software Quality Assurance

3.  Has an individual been formally assigned responsibility for implementing the Software Quality Assurance Plan for this project?  


Materials to See




Organization charts







Questions








Is SQA independently identified on the organization charts?







Who is responsible for implementing the SQA Plan?







How are resources for SQA activities allocated?





















People to interview/Telephone Numbers:



SQA Engineer




Software Manager








Element B: Software Quality Assurance

4.  Do you regularly perform Software Product Evaluations (SPE)?  


Materials to See




The SPE procedure and evaluation criteria



Example of an SPE schedule




Examples of SPE reports







Questions




Does a documented SPE procedure exist?



Do SPE evaluation criteria exist?



Are SPE’s conducted according to the procedure?



Who participates in SPE’s?




Any software suppliers?




Are software defects recorded and tracked to closure?



What software products are evaluated?



What is SQA’s role in an SPE?




What is the Software Engineer’s role?



What is the Software Manager’s role?



Are SPE’s formally scheduled?


People to interview/Telephone Numbers:



SQA Engineer




Software Manager




Software Engineer



Element B: Software Quality Assurance

5.  Do you regularly perform software process evaluations?  


Materials to See




The process evaluation procedure and criteria



Example of a process evaluation schedule



Example of process evaluation reports


Questions








Does a documented process evaluation procedure exist?



Do process evaluation criteria exist?



Are process evaluations performed according to the procedure?



Who participates in process evaluations?



Are process defects recorded and tracked to closure?



What processes are evaluated?



What is SQA’s role in process evaluations?



What is the Software Engineer’s role?



What is the Software Manager’s role?



Are process evaluations formally scheduled?


People to interview/Telephone Numbers:



SQA Engineer




Software Manager




Software Engineer



Element B: Software Quality Assurance

6.  Does your project use software quality measures? 


Materials to See




A document that describes the measures and the required data



Examples of actual measures



Trend analysis procedure and report


Questions








Are conformance to SDP and SQA Plan reviews conducted?



Are trend analyses performed?



Does a trend analysis procedure exist?



What additional product and process quality measures are generated?




- code complexity?




- conformance measures?



What mechanism is used to collect the data and generate measures?



What do you do with the data and measures?





People to interview/Telephone Numbers:



SQA Engineer




Software Manager







Element B: Software Quality Assurance

7.  Do SQA personnel regularly audit software supplier activities? 


Materials to See




Supplier control document




Audit procedures




Sample audit reports




Audit evaluation criteria







Questions








Is an audit procedure in place?



Are audit evaluation criteria in place?






Are supplier audits conducted?



Who conducts supplier audits?






Are supplier audits formally scheduled?






People to interview/Telephone Numbers:



SQA Engineer




Software Manager








Element C: Software Design and Development

1.  Do you have a documented set of software development standards and procedures?

Materials to See




software standards manual







Questions








Does a software standards manual exist?



Is the manual current?



When was the latest update?



Does the manual reflect current software engineering practices?



How often are the standards reviewed?



Is the manual DFRC sponsored?



Are developers using the manual?



What is the relationship between the software standards manual and the 
SDP?


People to interview/Telephone Numbers:



SQA Manager




Software Engineer




Software Manager



Element C: Software Design and Development

2.  Do your software development standards and procedures include:

Materials to See




Software standards manual




Examples of documents







Questions




- requirements analysis?



- requirements documentation?



- software design?



- design documentation?



- software coding conventions?



- software testing?



- test documentation?



- software verification and validation?



- change and configuration control?



- problem reporting and corrective actions?



- software development files?



- software product specifications?



- version description documentation?


People to interview/Telephone Numbers:



Software Manager








Element C: Software Design and Development

3.  Do your software development standards and procedures conform to DCP-S-007 and NASA software standards?

Materials to See




The applicable design and development standard






Questions








Are all DCP-S-007 items addressed?









Are all pertinent NASA standard items addressed?






What other standards, if any, are being used?








People to interview/Telephone Numbers:



SQA Manager




Software Manager








Element C: Software Design and Development

4.  What languages are you currently using for software design and coding? 


Materials to See








Examples of language usage






Questions








In what language will new software for this project be coded?






How experienced are the developers?






What compiler is being used?






Are supplier audits formally scheduled?






What are the coding languages for:




- vendor purchased software?




- commercial off-the-shelf software?


People to interview/Telephone Numbers:



Software Engineer




Software Manager








Element C: Software Design and Development

5.  Do you have a system/software engineering environment that uses automated tools?  


Materials to See




Demo of the system/software engineering environment



Examples of outputs from the tools






Questions








What tools are being used for:




- requirements traceability?




- requirements modeling?




- software design?




- documentation generation?




- code generation?




- test case generation?






Do the tools communicate with each other?





People to interview/Telephone Numbers:



SQA Engineer




Software Manager








Element C: Software Design and Development

6.  Are you generating technical performance metrics? 


Materials to See








Description of measures




Examples of technical performance metrics






Questions








What technical performance metrics are being generated?




- memory capacity?




- storage capacity?




- throughput?




- timing and response?








People to interview/Telephone Numbers:



SQA Engineer




Software Manager








Element C: Software Design and Development

7.  Are formal walkthroughs (or equivalent) used to verify design and code? 


Materials to See








Walkthrough procedure




Walkthrough reports






Questions








Does a procedure exist for conducting walkthroughs?



Do walkthrough records exist?



What software elements are subject to a walkthrough?






Who participates in walkthroughs?








People to interview/Telephone Numbers:



SQA Engineer




Software Manager








Element D: Software Test, Verification and Validation

1.  Do your software development standards and procedures include software testing? 


Materials to See




Software testing standards



Verification matrix






Questions







Does a testing standard exist?






What software verification and validation techniques are used?









Is testing the sole verification and validation technique?






What verification and validation tools are used?








People to interview/Telephone Numbers:



Software Test Engineer




Software Manager








Element D: Software Test, Verification and Validation

2.  Do you have, in use, a documented software testing methodology? 


Materials to See








Software testing methodology documentation





Questions







Does the methodology include test case generators or other testing 
tools?






Do you use prototyping and/or simulation during your verification and 
validation testing?






Does the testing methodology describe all phases of testing (unit to 
formal qualification testing)?








People to interview/Telephone Numbers:



Software Test Engineer




Software Manager








Element D: Software Test, Verification and Validation

3.  Does your software testing methodology conform to DCP-S-007 or other NASA standard? 


Materials to See








Software testing standards and methodology






Questions




Do the test standards and methodology include:




- unit testing?




- integration testing?




- CSCI testing?




- formal qualification/acceptance testing?




- simulations or prototyping?




- verification (white box)?




- verification (black box)?




- validation (requirements based testing)?




- statement coverage verification?


People to interview/Telephone Numbers:



SQA Manager




Software Test Engineer




Software Manager



Element D: Software Test, Verification and Validation

4.  Do you regularly produce the following test documentation? 

Materials to See




Representative/applicable requirements verification matrix



Test descriptions (unit, integration, and system)


Questions




Requirements verification matrix?



Unit test descriptions and results?



Integration test plans, descriptions and results?



Acceptance/qualification test plans, descriptions and results?



Are the tests traceable to the requirements?



Do the test descriptions include inputs and expected outputs?



Are defects found during acceptance or formal qualification testing 
documented and tracked to closure?



What test documentation is put under formal configuration control?


People to interview/Telephone Numbers:



Software Test Engineer




Software Manager








Element D: Software Test, Verification and Validation

5.  Do you have a mechanism for performing formal qualification testing of the software? 


Materials to See








Formal Qualification Test (FQT) plan



Formal Qualification Test descriptions






Questions







Are the software tests traceable to the Software Requirements 
Specification (SRS) requirements?






Who approves the FQT plan and report?






Does the FQT address all SRS requirements?






Are test readiness reviews performed prior to FQT?





People to interview/Telephone Numbers:



Software Test Engineer




Software Manager








Element D: Software Test, Verification and Validation

6.  Does your project have an independent test organization to perform acceptance and qualification testing? 


Materials to See







Organization chart, detailed to show software development and test 
organizations





Questions




Who is responsible for independent software testing?



Who generates the following test documents:




- Software test plans?




- Unit test descriptions?




- Integration test descriptions?




- CSCI test descriptions?




- Software FQT/acceptance test descriptions?




- Test results?




- Test reports?



Who generates the test plan for the overall software project?





People to interview/Telephone Numbers:



Software Test Engineer




Software Manager








Element D: Software Test, Verification and Validation

7.  Are automated tools used to help generate test cases and perform tests? 


Materials to See




Descriptions of the tools



Demonstration of tool capabilities



Example of outputs from the tools


Questions




Are test case generators used?



Which tools are used?






Is special test and verification software used?






Is static analysis used to verify:




- control flow?




- data use?




- information flow?




- semantics?



What static analysis tool is being used?


People to interview/Telephone Numbers:



Software Test Engineer




Software Manager








Element E: Software Qualification and Certification

1.  Do you have a plan for obtaining product certification from a certification agency (e.g., FAA)? 


NOTE: While the Dryden Software Assurance procedure (DCP-S-007) does not mandate the use of DO-178 (FAA standard for software development and certification), it is strongly recommended for commercial aircraft software development.
Materials to See







Certification plan








Questions







Do you have a person designated to interface with your certification 
agency?



Do you have a plan for obtaining product certification?



Does the plan identify the software documentation required for 
certification?



What previous experience with certification does your project have?











People to interview/Telephone Numbers:



Software Manager








Element E: Software Qualification and Certification

2.  Do you have a plan for addressing the software aspects of certification? 


Materials to See







Plan for the Software Aspects of Certification (PSAC)








Questions




Does an applicable PSAC exist?



Does the PSAC:




- identify the software tasks required for certification?




- identify the safety critical software?




- describe how software will be conformed?




- identify and justify the level of effort for each CSCI or CSU?




- identify the software life cycle data to be generated?




- describe the software life cycle to be used?


People to interview/Telephone Numbers:



Software Manager








Element E: Software Qualification and Certification

3.  Do your software plans include developing and maintaining a Software Accomplishment Summary (SAS) and Software Configuration Index (SCI)? 


Materials to See




Representative/applicable software accomplishment summary



Representative/applicable software configuration index



Software schedule





Questions




Does a representative SAS exist?



Does the SAS conform to the applicable standard?






Does a representative SCI exist?



Does the SCI conform to the applicable standard?






Will the SAS and SCI be generated for this project?





People to interview/Telephone Numbers:



Software Manager








Element E: Software Qualification and Certification

4.  Does your project have access to a Designated Engineering Representative (DER) for software? 


Materials to See















Questions







Who is the software DER for this project?






What are the DER’s functions and responsibilities?














People to interview/Telephone Numbers:



Software DER




Software Manager







Element E: Software Qualification and Certification

5.  Has an individual been formally assigned to address certification issues and interface with the certification agency (e.g., FAA)? 


Materials to See















Questions







Who is responsible for addressing software certification issues?






What are their functions and responsibilities?














People to interview/Telephone Numbers:



Software Manager








Element F: Software Configuration and Traceability

1.  Do you have a documented software Configuration Management Plan (CMP)? 


Materials to See







Representative/applicable CMP


Questions







Does a software CMP exist?






Does the plan address:




- developmental and flight test software?




- configuration identification?




- change control boards?




- configuration status accounting?




- software change records?




- software release?




- functional configuration audits?


People to interview/Telephone Numbers:



SQA Engineer




Software Configuration Manager




Software Manager



Element F: Software Configuration and Traceability

2.  Do your software development standards and procedures include software configuration control? 


Materials to See







Software Configuration management (SCM) standards and procedures








Questions




Does an SCM standard and procedures exist?






Does the standard:




- define SCM?




- include a general procedure for performing SCM?




- include a mechanism for releasing and supporting software in the 


flight test environment?








People to interview/Telephone Numbers:



Software Configuration Manager




Software Manager








Element F: Software Configuration and Traceability

3.  Do you have documented procedures for managing and controlling software documentation and associated revisions? 


Materials to See







Software configuration management procedures



Data management plan





Questions




Does a data management plan exist? 



Do you have a detailed procedure that includes controlling 
documentation?



Does the procedure include formal controls for allowing changes?



Who controls the baseline versions?



Does the procedure address supplier documentation?



Do the software engineers follow the procedure?








People to interview/Telephone Numbers:



Software Engineer




Software Configuration Manager




Software Manager



Element F: Software Configuration and Traceability

4.  Do you have documented procedures for managing and controlling software and software changes? 


Materials to See




Software configuration management procedures



Examples of software change requests


Questions




Does a software change control procedure exist?



Does the procedure:




- include formal controls for approving changes?




- include all stages of software development and production




- describe how software will be updated after it has been delivered?




- identify who controls baseline versions of software?




- describe how supplier software will be controlled?



Do software engineers follow the procedure?



Do you have a formal configuration control board (CCB)?



How is the CCB organized?



Who are its members? 



What is its authority?



Does it include customer participation?


People to interview/Telephone Numbers:



Software Engineer




Software Configuration Manager




Software Manager



Element F: Software Configuration and Traceability

5.  Has an individual been formally assigned responsibility for software configuration management on this project? 


Materials to See







Organization chart








Questions







Who is responsible for software configuration management:




- during the development process?




- after delivery to the customer?














People to interview/Telephone Numbers:



SQA Engineer




Software Configuration Manager




Software Manager



Element F: Software Configuration and Traceability

6.  Are you using automated configuration control tools? 


Materials to See







Demonstration of the SCM tool



Examples of reports generated by the tool





Questions




What SCM tools are used?



Are tools purchased from a vendor or developed in-house?



Does the tool provide:




- a capability to limit access to the information?




- keep track of multiple versions of software?




- maintain a history of changes?



How are access privileges approved and modified?





People to interview/Telephone Numbers:



Software Configuration Manager








Element F: Software Configuration and Traceability

7.  Do you maintain Software Development Files (SDF) throughout the life cycle?

Materials to See




Example of current SDF or software configuration index



The SDF standard


Questions




Does an SDF standard exist?



Do SDF’s exist?



Are SDF’s current?



Does the SDF conform to the standard?



Does the SDF conform to customer requirements?



Are the SDF’s audited by:




SQA




Software manager



Who maintains the SDF’s? 



How often are SDF’s updated?



How long are SDF’s maintained?



Are SDF’s manual or automated?


People to interview/Telephone Numbers:



Software Engineer




Software Configuration Manager




Software Manager



Element F: Software Configuration and Traceability

8.  During the software life cycle, do you use a secure Software Development Library (SDL) as a repository for all developmental and product baseline software and documentation?

Materials to See







Visual inspection of the SDL





Questions




Does an SDL exist?



Is the SDL secure?



Who has access to the information in the SDL?



Where is the backup to the SDL?



Who controls and maintains the SDL?



Where is the master directory of SDL information?



What are the contents of the SDL?



Does the SDL contain electronic and hard copy versions of the 
information?


People to interview/Telephone Numbers:



Software Configuration Manager








Element F: Software Configuration and Traceability

9.  Do you have a mechanism for accomplishing requirements traceability to all software elements? 


Materials to See







Requirements traceability matrix





Questions




Does a documented procedure for obtaining requirements traceability 
exist?



Does a mechanism to achieve requirements traceability exist?



Can SRS requirements be traced, forward and backward, to other 
software elements?



Is each SRS and derived requirement uniquely identified?






Who is responsible for maintaining the requirements traceability 
mechanism?








People to interview/Telephone Numbers:



Systems Engineer




Software Manager








Element F: Software Configuration and Traceability

10.  Are you using automated tools to help accomplish requirements traceability? 


Materials to See







Demonstration of a requirements traceability tool



Example outputs from the tool





Questions




What requirements traceability tool is used?



Is the tool:




- vendor purchased?




- developed in-house?






How is requirements information entered into the tool?






Who is responsible for maintaining the tool and the requirements 
traceability information?


People to interview/Telephone Numbers:



SQA Engineer




Software Configuration Manager




Software Manager



Element G: Software Problem Resolution and Corrective Actions

1.  Do your software development standards and procedures include software Problem Resolution and Corrective Actions (PR/CA)? 


Materials to See







Problem reporting and corrective actions (PR/CA) standard





Questions




Does a problem reporting/corrective action standard exist?



Does the standard:




- describe the major elements of a PR/CA system?




- conform to customer requirements? 




- conform to the BOM? 




- include a general procedure for reporting, documenting and 


resolving software problems? 




- identify the information about a problem that will be documented?





People to interview/Telephone Numbers:



Software Configuration Manager




Software Manager



Element G: Software Problem Resolution and Corrective Actions

2.  Do you have documented procedures for managing and controlling corrective actions? 


Materials to See







Procedure for Problem Resolution and Corrective Actions (PR/CA)





Questions




Do you have a detailed procedure for reporting, documenting and 
resolving software problems?



Does it contain formal controls for authorizing the implementation of 
problem solutions?



Where in the software development process does the procedure go into 
effect?



Is the same process used after the software has been released?






Do software engineers follow the procedure?





People to interview/Telephone Numbers:



Software Engineer




Software Configuration Manager




Software Manager



Element G: Software Problem Resolution and Corrective Actions

3.  Are you formally documenting and tracking closure corrective actions to baseline software and documentation? 


Materials to See







Examples of problem reports



Walkthrough of the PR/CA process





Questions




Do records of corrective action tracking exist?






Who is responsible for evaluating reported problems?






Who authorizes implementation of the solution?






How is implementation verification accomplished?





People to interview/Telephone Numbers:



SQA Engineer




Software Manager



Element G: Software Problem Resolution and Corrective Actions

4.  Are you using an automated tool to help document and track problems and corrective actions? 


Materials to See




Visual inspection of the tool and its capabilities



Outputs from the tool


Questions




What automated tools are used for PR/CA?



Is the tool:




- vendor purchased?




- developed in-house?



Does the tool provide the capability to:




- document the problem?




- assign responsibility to analyze?




- assign current status?




- assign responsibility to implement solutions? 




- document the verification status?




- close the problem report?




- generate reports?



How is data entered into the tool?



Who is responsible for keeping PR/CA information current?


People to interview/Telephone Numbers:



Software Configuration Manager




Software Manager



Element G: Software Problem Resolution and Corrective Actions

5.  Are problems and corrective actions associated with customers and suppliers documented and tracked to closure? 


Materials to See







Example problem report applicable to a supplier



Example problem report from a customer





Questions







Does the procedure include processing software problems associated 
with suppliers and customers?






Does your PR/CA system process problems with supplier and customer 
software items?














People to interview/Telephone Numbers:



SQA Engineer




Software Manager








Element G: Software Problem Resolution and Corrective Actions

6.  Are you performing trend analyses? 


Materials to See







Procedure for trend analyses



Example trend analysis report





Questions







Does a procedure for performing trend analyses exist?






Who is responsible for trend analysis activities?














People to interview/Telephone Numbers:



SQA Engineer




Software Manager








Element H: Supplier Requirements Flow-Down Control

1.  Do your software development standards and procedures include monitoring supplier software activities? 


Materials to See







Standard for software supplier control





Questions




Have you contracted additional software suppliers for this project?




If so, who?






Does a procedure for supplier control exist?



Does the procedure describe the minimum interaction with your 
suppliers?



Are suppliers monitored according to:




- SDP requirements?




- SQAP requirements?


People to interview/Telephone Numbers:



SQA Manager




Software Manager








Element H: Supplier Requirements Flow-Down Control

2.  Has an individual been formally assigned responsibility to oversee suppliers? 


Materials to See







Organization chart





Questions




Who is responsible for overseeing software supplier activities?






What techniques are used to gain insight into supplier processes and 
activities?

















People to interview/Telephone Numbers:



SQA Engineer




Software Manager








Element H: Supplier Requirements Flow-Down Control

3.  Do you have, in use, a documented procedure for approving software suppliers?

Materials to See







Procedure for approving software suppliers





Questions




Are software suppliers formally approved?






What criteria are used to evaluate suppliers?




- NASA development experience?




- commercial development experience?




- personnel experience levels?




- existing documentation?




- existing SCM, SQA and safety processes and records?




- history of product problems?


People to interview/Telephone Numbers:



SQA Engineer




Software Manager








Element H: Supplier Requirements Flow-Down Control

4.  Are suppliers required to conform to NASA standards? 


Materials to See







Standard for software supplier control





Questions







What development standards are normally imposed on suppliers?



How are software development requirements communicated to 
suppliers?






Do you have a formal mechanism for supplier interaction?






How do you verify supplier conformance to your requirements?





People to interview/Telephone Numbers:



SQA Manager




Software Manager








Element H: Supplier Requirements Flow-Down Control

5.  Do you have a mechanism for controlling changes to supplier software? 


Materials to See







Software configuration management procedure



Example of a supplier change request





Questions




How are software and documentation requirements communicated to the 
supplier?



How are changes to these requirements communicated?



How are requests for software and documentation changes, by the 
supplier, approved?



How are requests for documentation and software changes, by the 
customer, processed?














People to interview/Telephone Numbers:



Software Configuration Manager




Software Manager








Element H: Supplier Requirements Flow-Down Control

6.  Do you have a mechanism for resolving and tracking problems with supplier software? 


Materials to See







PR/CA procedure





Questions







How are problems with supplier software and documentation 
communicated to suppliers?






How are implemented solutions verified?














People to interview/Telephone Numbers:



Software Configuration Manager




Software Manager








Element H: Supplier Requirements Flow- Down Control

7.  Do you regularly perform on-site evaluations of supplier’s software activities? 


Materials to See







Supplier audit or evaluation reports



Procedures for supplier audits



Evaluation criteria for supplier audits


Questions




Are audits and evaluations of supplier software activities performed?



Who performs them?



How often?



How do you determine when an audit is necessary?



Does a procedure for supplier audits exist? 






Do evaluation criteria for supplier audits exist? 





People to interview/Telephone Numbers:



SQA Manager




Software Manager








Element I: Software System Safety

Note: Coordinate this section of the audit with the assigned System Safety Rep for the project.

1.  Does your project have a System Safety Program? 


Materials to See







A document describing the System Safety Program and organizational 
reporting position of System Safety





Questions




Do you have a formal System Safety Program?



What are the basic elements of the program?



Where is the System Safety Program documented?



Are hardware and software safety analysis processes defined?



Is the System Safety Program applicable to NASA and commercial 
projects?



Is a mechanism in place to “flow-down” software requirements to 
suppliers?








People to interview/Telephone Numbers:



Safety Engineer




Software Manager








Element I: Software System Safety

2.  What standard are you using as a basis for your Software Safety Program? 


Materials to See







System Safety standard



Software Safety standard





Questions




What standards are you using as a basis for your Software Safety 
Program?



What is the criticality level of your software?



What standard are you using to guide your Software Safety activities?



How are software CSCI/SCU classified for severity?



How are safety critical software items related to hardware configuration 
item hazard items in analyses documents?











People to interview/Telephone Numbers:



Safety Engineer




Software Manager








Element I: Software System Safety

3.  Does your Software Safety Program include performing software hazard analyses? 


Materials to See




Example of a software hazard report


Questions




Does the software hazard report identify:




- the safety critical software?




- the safety risks?




- the hardware configuration items impacted?



Do you have a mechanism for conducting the Software Hazard Analysis?



How do you verify and document that hazards have been identified?



Is there a delivery time table for software hazard analyses?



Is the Software Hazard Analysis report compatible with NASA or 
customer standards?


People to interview/Telephone Numbers:



Safety Engineer




Software Manager








Element I: Software System Safety

4.  Does your project have a function dedicated to addressing and tracking System and Software Safety issues as discrete hazard items in the hazard analyses? 


Materials to See




Organization chart



Schedule for internal generation of software data items


Questions




Does the organization chart identify a safety function?



How are safety issues with customers or suppliers communicated?






What process is being used to identify and track safety issues and 
hazards?






Is there a delivery schedule showing software data item submittals?








People to interview/Telephone Numbers:



Safety Engineer




Software Manager








Element I: Software System Safety

5.  Has an individual been formally assigned responsibility for Software Safety activities for this project? 


Materials to See







Organization chart


Questions




Who is responsible for Software Safety for this project?



What is their role during:




- requirements analysis?




- software/system design?




- software testing?




- design reviews?




- code reviews?



Do software safety personnel have software and systems 
experience?



How many years?



Is the Software Safety function adequately staffed?


People to interview/Telephone Numbers:



Safety Engineer




Software Manager








Element I: Software System Safety

6.  Do you have documented criteria for evaluating Software Safety characteristics? 


Materials to See







List of evaluation criteria for safety issues


Questions







Are safety characteristics evaluated during design and code reviews?






Does a checklist of Software Safety characteristics exist?






Does the checklist relate to NASA or commercial requirements?








People to interview/Telephone Numbers:



Safety Engineer




Software Quality Manager




Software Manager



Element I: Software System Safety

7.  Does your software requirements analysis process include: (1) accurate translation of safety specification requirements, and (2) identification of high criticality software and safety related requirements?  1. 
     2. 


Materials to See







Software requirements documentation


Questions




Are flight critical software requirements uniquely identified?



Are they traceable to source code?



Are they traceable to test descriptions?



Is flight critical software isolated from non-critical software (for testing 
purposes)?



Do you have a mechanism for analyzing customer safety requirements?



How are they implemented and verified?








People to interview/Telephone Numbers:



Safety Engineer




Software Manager








Element I: Software System Safety

8.  Is software testing conducted under abnormal environmental and input conditions (as well as normal conditions) to ensure the software performs properly and safely? 


Materials to See







Plan identifying and containing the Software Safety related tests


Questions




How are safety test issues input to software test plans or related 
hardware function tests?



Are software classification levels identified in test elements?



What abnormal conditions are being tested?




- garbage input?




- no input?




- invalid input?




- out of range values?




- multiple error conditions?


People to interview/Telephone Numbers:



Safety Engineer




Software Test Engineer




Software Manager



Element I: Software System Safety

9.  Are you using automated tools to help prepare safety analyses?  


Materials to See







Sample outputs from the tools








Questions







Which tools?









What host(s) do the tools run on?











People to interview/Telephone Numbers:



Safety Engineer




Software Manager








Element J: Software Continuous Quality Improvement

1.  Do you have a mechanism for improving software development and Software Quality Assurance (SQA) processes? 


Materials to See







A continuous quality improvement document


Questions




How are software engineering process improvements suggested, 
documented, evaluated and implemented?



Who authorizes them?



Who verifies that they are implemented and working?



How are quality assurance process improvements suggested, 
documented, evaluated and implemented?



Who authorizes them?



Who verifies that they are implemented and working?








People to interview/Telephone Numbers:



Software Quality Manager




Software Manager








Element J: Software Continuous Quality Improvement

2.  Does your project have a quality management program that addresses software? 


Materials to See







Organization chart



Quality management document





Questions




Does a quality management program exist?



Does the quality management program address software?



Who is in charge of the quality management program on your project?



What are the major elements of your quality management program?



Who is responsible for the improvement of software development 
processes and techniques?



How do the quality management and Software Quality Assurance 
programs supplement each other?








People to interview/Telephone Numbers:



Software Quality Assurance Manager




Software Manager








Element J: Software Continuous Quality Improvement

3.  What continuous quality improvement tools and mechanisms are you using? 


Materials to See







Visual inspection of the quality improvement tools








Questions







What quality improvement mechanisms are you using?




- quality metrics?




- process evaluations?




- conformance measures?






What quality improvement tools are you using?





People to interview/Telephone Numbers:



Software Quality Assurance Manager




Software Manager








Element J: Software Continuous Quality Improvement

4.  Are you using process measures to improve your software development and Software Quality Assurance processes?


Materials to See







Document describing the measures



Example of a process measurement report





Questions







What measures are you using?






How do you use the measures to improve the:




- software development process?




- software quality assurance process?








People to interview/Telephone Numbers:



Software Quality Assurance Manager




Software Manager








Element J: Software Continuous Quality Improvement

5.  Does your project have a software engineering process group or equivalent? 


Materials to See







Process group charter or job descriptions








Questions







Does a software engineering process group or equivalent exist?






What are its main functions and responsibilities?






How does the Software Quality Assurance function interface with the 
software engineering process group?








People to interview/Telephone Numbers:



Software Quality Assurance Manager




Software Manager







APPENDIX D ‑ SQA AUDIT REPORT FORMAT

The purpose of the Audit Report is to provide a complete overview of the audit activity to project management.  The requirement for the audit activity and associated reports and the frequency of their generation are specified in DCP-S-007, Software Assurance, and are further defined in specific project plans.  An audit may apply to a project, a product, a facility, a test or a process.  The information listed below is the recommended content for the audit report.

Table of Contents

1.0 Introduction

1.1 Identification of the Audit Report

Provide a one-sentence summary of the audit results.

Identify the audit in terms of its relationship to the project.

Describe the relationship of this audit to other internal or external audits, as required.

Identify the date of the audit.

1.2 Scope of the Audit

Briefly describe the project, responsibility and applicability of the audit.

Include version identification of product or process under audit and any environment identification.

1.3 Purpose and Objectives of the Audit Report

Describe the purpose and objectives of this audit report in concise and specific terms.

1.4 Audit Status and Schedule

Describe the status, including goals and dates, for production or revision of the audit report.

Identify the audit report as draft under review, with schedule dates, or as the final version.

1.5 Audit Report Organization

Briefly describe the contents of each major section of the audit report and the contents of each attachment.

2.0 Related Documentation

The purpose of this section is to provide short references to all documents used by or referred to in the audit report.

2.1 Parent Documents

Identify the parent document(s) for the report.  These will generally be DCP-S-007, Software Assurance, and this document (DOP-S-005).

2.2 Applicable Documents

Provide a list of each document (other than the parent documents) referenced within the audit report which are directly applicable to the project being audited.  These are generally the project Software Development Plan, the project Quality Assurance Plan and the project Configuration Management Plan.

2.3 Information Documents

Provide a list for all other documents that have a bearing on the audit.  Reference may be made to the list of documents in Attachment 4 of the audit report.

3.0 Audit Results

3.1 Audit Summary

Briefly describe the audit summary and status.  This paragraph contains a short summary of the results of the audit.  Include specific reference to the summary found in Attachment 1 of the audit report.

3.2 Audit Findings and Recommendations

Describe anomalous conditions encountered and recommendations made in greater detail.  These paragraphs contain detailed results segregated along the elements of the summary.  Each provides a description of the activity, findings, corrective actions and recommendations.  Include reference to the Action Items Index in Attachment 2 of the audit report.

3.3 Audit Team Members

Identify all audit team members.  Include reference to the list of project personnel interviewed found in Attachment 3 of the audit report.

3.4 Date of Follow-up Audit

Describe any planned follow-up activities required.

4.0 Definitions

This section contains an alphabetized list of the definitions for abbreviations and acronyms used in the audit report.

4.1 Glossary

The glossary contains an alphabetized list of definitions for special terms used in the audit report.  This section may be eliminated if no special terms are used.

4.2 Notes

This section contains information that is general in nature and may be for clarification purposes only (general observations, recognition of good cooperation by individuals, etc.).  It should not contain requirements or corrective action items.  This section may be eliminated if no notes are used.

4.3 Attachments

The attachments contain specific materials relating to the audit.  The completed audit report may contain the original hand written forms or may include a type written hardcopy of each of the following:

Attachment 1 ‑ Audit Summary

This attachment contains a tabular summary of the audit results.  It identifies the assessment level, basic assessment notes, and recommended corrective actions with reference to each element of the audit.

Attachment 2 – Action Items Index

This attachment contains a tabular summary of action items, corrective actions, and recommended process improvements identified during the audit.  Each corrective action must be addressed/completed by the assigned personnel, while process improvement recommendations are advisory in nature.

Existing Dryden corrective action forms may be used to record detailed individual corrective actions.  To the extent possible, copies of completed forms will be included in this attachment to the audit report.

Attachment 3 ‑ Personnel Interviewed

This attachment contains a tabular list of all personnel interviewed during the audit.

Attachment 4 ‑ Documents Examined

This attachment contains a tabular list of all project documents examined during the audit.

Attachment 1 – AUDIT SUMMARY WORKSHEET

AUDIT

ELEMENT
SQA COMPLIANCE ASSESSMENT
COMMENTS
RECOMMENDED

CORRECTIVE

ACTIONS


WEAK
OK
STRONG



SOFTWARE DEVELOPMENT ORGANIZATION & MANAGEMENT






SOFTWARE QUALITY ASSURANCE






SOFTWARE DESIGN & DEVELOPMENT






VERIFICATION VALIDATION & TESTING






SOFTWARE QUALIFICATION CERITIFICATION






SOFTWARE CONFIGURATION & TRACEABILITY






SOFTWARE PROBLEM RESOLUTION






SUPPLIER REQUIREMENTS FLOW DOWN






SOFTWARE SAFETY






CONTINUOUS QUALITY IMPROVEMENT










SQA Auditor Signature

Date

Attachment 2 – ACTION ITEMS INDEX

The following list summarizes the identified action items, corrective actions and recommendations for process improvement.  Each item represents an action required or recommendation made to bring the project into conformance with Dryden Flight Research Center standards and project plans.  The Action Items Index will be compiled throughout the audit and included with the audit report.  Existing Dryden corrective action forms may also be used to record detailed corrective actions.

The SQA representative shall perform follow-up reviews until all items are closed.  A final (closed) copy of this list shall be forwarded to the Project Manager for inclusion into the official record.

Attachment 2: INDEX OF ACTION ITEMS/CORRECTIVE ACTIONS/RECOMMENDED IMPROVEMENTS

Audit 

Element

Reference
Expected Completion Date
Assigned

To
Actual Completion Date
Action Items/Corrective Actions/Recommended Improvement























































































































SQA Auditor Signature

Date

Attachment 3 – LIST OF PERSONNEL INTERVIEWED

The following table is a listing of the personnel interviewed during the audit.  A copy of the List of Personnel Interviewed will be included in the audit report.

Attachment 3: LIST OF PERSONNEL INTERVIEWED

Name & Job Title
Organization
Telephone Number

















































































































SQA Auditor Signature

Date

Attachment 4 – LIST OF DOCUMENTS EXAMINED

The following table is a list of all the possible documents that may exist on in a Software Development Program.  Project documentation requirements should be defined in the Software Development Plan (and others).  A copy of the List of Documents Examined will be marked YES, NO or N/A during each audit, with the completed list included in the audit report.

Attachment 4: LIST OF DOCUMENTATION AND ENVIRONMENTS EXAMINED

Audit Element
Yes
No
N/A

SOFTWARE ORGANIZATION AND MANAGMENT





organization chart





software development schedule





example of risk analysis reports





procedure for performing risk analysis





example of a supplier audit report





list of approved software suppliers





procedure for approving software suppliers





procedure for software size and cost estimating





software size report





description of management indicators used





a management indicator report









SOFTWARE QUALITY ASSURANCE





Software Quality Assurance Plan





standard forming the basis for the SQAP





SQAP schedule





software quality records





software product evaluation procedure





software product evaluation reports





procedure for process evaluations





process evaluation reports





document describing quality measures





examples of quality measures









SOFTWARE DESIGN AND DEVELOPMENT





software standards manual





software design and development standards





example of:






software requirements documentation






software analysis documentation






software design documentation






software code





the software development plan





example of design and code using project selected language





results of any other external assessment





demonstration of the software development environment









SOFTWARE TEST, EVALUATION AND CERTIFICATION





software test standard





software test methodology documentation





example of a verification matrix





example of:






software test plans






software test descriptions






software test results






software test reports









SOFTWARE QUALIFICATION AND CERTIFICATION





software certification plan





formal qualification test plan





formal qualification test descriptions





formal qualification test reports





software certification report









SOFTWARE CONFIGURATION AND TRACEABILITY





software configuration management standard





software configuration management procedure





example of a software change request





example of a software development file





the software development library





example of a requirements traceability matrix









SOFTWARE PROBLEM RESOLUTION AND CORRECTIVE ACTION





corrective action standard





corrective action procedure





example of a problem report









SUPPLIER REQUIREMENTS FLOW DOWN CONTROL





standard for software supplier control





procedure for software supplier control





example of a supplier change request





example of a supplier problem report





example of a supplier audit report









SOFTWARE SYSTEM SAFETY





document describing the project’s S/W system safety program





S/W safety standard(s) being followed





example of a software safety hazard analysis





list of criteria for software safety issues









SOFTWARE CONTINUOUS QUALITY IMPROVEMENT





continuous quality improvement documentation





ISO 9000 documentation





demonstration of quality improvement tools





description of process measures





example of process measures








SQA Auditor Signature

Date

APPENDIX E – SAMPLE AUDIT AGENDA

The following is a sample agenda for a project SQA audit (also see paragraph 3.11).  This agenda is designed to be tailored according to the project size and complexity.  At this point, the Software Assurance Self Evaluation Report has been completed by the project and the auditor should enter that information into the various sections (elements) of the formal audit worksheets.  This will help expedite the formal audit process and eliminate asking redundant questions.  While the agenda indicates activities over a three-day time span, project personnel will only be involved for short periods when their functional specialization is being addressed.

The auditor should make every attempt to perform the various audit sections on a non-interference basis.  Sections of the audit may be performed in any sequence to accommodate the project workload and personnel availability.

Estimated Project Participation Requirements

DAY 1

30-60 mins
Audit In-Briefing/Review of Audit Agenda

1.5 hrs

Element A: Software Organization and Management

1 hr

Element B: Software Quality Assurance

DAY 2

30 mins.

Review of Remaining Agenda (optional)

1.5 hrs

Element C: Software Design and Development

1.5 hrs

Element D: Software Test, Evaluation and Verification

0-1 hr

Element E: Qualification and Certification

1-1.5 hrs

Element F: Software Configuration & Traceability

1 hr

Element G: Problem Resolution and Corrective Action

DAY 3

30 mins

Review of Remaining Agenda (optional)

0-1.5 hrs

Element H: Supplier Requirements Flow-Down Control

1-2 hrs

Element I: Software System Safety

1 hr

Element J: Software Continuous Quality Improvement

30-60 mins
Audit Out-briefing/Review of Audit Summary Worksheet

The SQA auditor will now generate the SQA Audit Report (see paragraph 3.12 and Appendix D).
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