Software FMEAs Should Include Interface Failures

Dev Raheja

So how do we start with a software FMEA?  Well, we need some information before we start.  The first document we need is a system performance specification, where 50% of the requirements are there.  The second document we need is a transition diagrams.  These are the diagrams which say, “well software flows from state to another—how does it make a transition from one place to another, one module to another, and what kind of different modules it is calling?”  So, all these states and conditions are described in that diagram.  And the visual diagram is always much better than written words.  The third document we need is a data flow diagram which says, “How does data travel from one place to another into different places, and how do these places affect other places,” and so they define the interfaces for the software.  So, given those three documents, now we can start doing FMEA.  The first thing we do is, for each of these requirements, we question what can go wrong.  And then, we also question just not what can go wrong as in hardware FMEA, but we are in software, we ask more questions, and some of these more questions are, “What kind of input could be there in the software—bad inputs?”  “What are the out-of-bound inputs?”  And, “Should they be accepted or not accepted by the software?”  Similarly, we question, “Can the software give bad output, or unexpected output, or sneak conditions,” which are—or failures and faults that show up and cause system damage.  Then, we ought to question also, “What are the interfaces of the softwares?”  Interfaces to the hardware?  Interfaces to other softwares?  Interfaces to humans, and interfaces to any other thing that’s possible.  So, we have to question each interface, and this is generally missing in the software FMEA’s.  Even hardware FMEA’s many times it’s missing.  What are the interfaces?  What can go wrong with the interfaces?  And, if the interface doesn’t work, what kind of system behavior we should expect?
