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As engineers, we tend to take pride in doing things right and in our successful designs, we tend not to ask how things can fail.  But thinking about how our systems can fail so we can improve their design and their robustness is something that’s valuable and worth doing.  As project engineers and managers, we need to constantly ask the question, “What can go wrong?”  And there are assurance tools that can help to answer that question.  One of these is Fault Tree Analysis.  Engineers like to design on the back of envelopes.  Fault Tree Analysis is so relatively simple that it can be done on the back of an envelope.  For example, a fault tree such as this.  We add numbers, simply qualitative in nature, but it helps to answer the question of what can go wrong.  I’m talking about simple, qualitative fault trees—no numbers—just the logic.  This is a top-down analysis.  It begins with a top-level event, the undesired event, such as loss of system, loss of crew, and works down through the various logical combinations of lower-level events that can lead to that top-level event.  Not hard to do, but certainly worth doing.  Events of interest in a fault tree might include human failures, software failures, and certainly, hardware failures.  There’s also a very nice handbook on how to do fault tree analysis that’s available.  It’s this, right here, developed for the Nuclear Regulatory Commission, back in 1975.  It’s available from the Internet—you can download it.  And there’s more information on how to get to this on this PBMA Website.  While it was written for the Nuclear Regulatory Commission and for use in nuclear power plants and so forth, fault trees are fault trees, and apply equally well to aerospace things, such as in NASA.

